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Visual Basic for Applications (VBA)

+ The VBA component 1s 1nstalled by default as part of
Office’s 1nstallation

+ VBA enables the use of multiple technologies

+ Offi1ce settings can be controlled locally or via GPO



_I‘ MaCros recap ]\ERP Bs

++
Visual Basic for Applications (VBA)

+ Macro-based malware infections are still i1ncreasing

Top 20 macro family detections
December 2015 to March 2016
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Trusted Publishers
Macros security settings P esmmmes

rusted Documeg

Macro Settings

() Disable all macros without notification

(@) Disable all macros with notification

usted App Catalogs —~ o o
Trusted App Catalogs (_) Disable all macros except digitally signed macros

Add-ins (_) Enable all macros (not recommended; potentially dangerous code can run)

Activer Settings , L
B Developer Macro 5Settings

Macro Settings
[ ] Trust access to the VBA project object model

Protected View
Message Bar
¥ternal Content

lle Block Settings

Privacy Options
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+
Office settings via GPO

+ Every Office version ships with 1ts own GPO
Templates (ADMX/ADML)

+Multiple settings within the GPO

+ Machine > Administrative Templates > Microsoft Office {version}

+ User > Administrative Templates > Microsoft Office {version} >
Security Settings

+ User > Administrative Templates > AppName {version} > AppName
Options > Security > Trust Center



_I‘ MaCros recap

+
Office settings via GPO

Trusted Publishers
Trusted Locations
Trusted Documents
Trusted App Catalogs
Add-ins

ActiveX Settings
Macro Settings
Protected View
Message Bar

File Elock Settings

Privacy Options

Trust Center

Macro Settings

hsable all macros without notification
hizable all macros with notification
hisable all macros except digitally signed macros

Enable all macros (not recommended; potentially dangerous code can run)

Developer Macro Settings

[ | Trust access to the YBA project object model
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Too many trusts

+ Trusted Locations
+ Trusted Documents
+ Trusted Publishers

+ Trusted App Catalogs
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+4-
Trusted Locations

+ Trusted locations are paths where security policies do not
apply

+ Each Office application comes with 1ts own predefined set of
trusted locations, 1ncluding user writable paths

+ {User Home}\AppData\Roaming\Microsoft\Templates
+ {User Home}\AppData\Roaming\Microsoft\word\Startup

+ {User Home}\AppData\Roaming\Microsoft\Excel\XLSTART
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Trusted Locations GPOs

+ Trusted locations can be controlled via GPO

+ Settings are defined within the user’s GPO branch

+ User > Administrative Templates > AppName {version} >
AppName Options > Security Settings > Trust Center > Trusted
Locations

+ User > Administrative Templates > Office {version} >
Security Settings > Trust Center
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Trusted Locations GPOs

Trust Center

Trust Center

Trusted Publishers
Trusted Locations
Trusted Documents
Trusted App Catalogs
Add-ins

Activex Settings
Macro Settings
Protected View
Message Bar

File Block Settings

Privacy Options

Trusted Locations

Warning: All these locations are treated as trusted sources for opening files. If you change or add a location, make

sure that the new location 1s secure.

Path

User Locations

Ch...AppData\Roaming\Microsoft\ Templates),
CAProgram Files\Microsoft Office\Templates\,
Ch...pData\Reaming\Microsoft\Werd\Startup',

Policy Locations
CoUsershlabuserl Documents®,

Descripticn

Word 2013 default location: User Templates
Word 2013 default location: Application Tem...
Word 2013 default location: StartUp

GPO defined trusted location

Date Modified

Path: ChlUsers\labuserT\AppData\Roaming\Microsoft\ Templates',
Description: Word 2013 default location: User Templates

Date Modified:
Sub Folders: Disallowed

Add new location... Eemove

[ ] Allow Trusted Locations on my network (not recommend el

[ ] Disable all Trusted Locations

Trusted Publishers
Trusted Locations
Trusted Documents
Trusted App Catalogs
Add-ins

ActiveX Settings
Macro Settings
Protected View
Message Bar

File Block Settings

Privacy Options

Trusted Locations

Warning: All these locations are treated as trusted sources for opening files. If you change or add a location, make
sure that the new location is secure,

Path Description Date Medified

User Locations

Policy Locations

ChUserslabuser\Documents', GPQ defined trusted location

Path: ChUsershlabuser\Documents',
Description: GPO defined trusted location

Date Modified:

Sub Folders: Disallowed

[] Allow Trusted Locations on my network (not recommen

[ ] Disable all Trusted Locations

[ i L o T T TR

Cancel




MWR

LABS

—” Office Trusts and Templates

++
Trusted Documents and more

+ Trusted Documents are files contailning active content
that has been enabled by the user

+ Trusted Publishers are entities provided with digital
certificates that can be used to sign code

+ Trusted Add-1ns enable the extension of functionality of
Office applications using web technologies
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++
Templates

+ Templates are special Office files that formalise presentation and extend document
actions

+ All Ooffice applications have their own template types (dot, xlt, dotm, xltm, oft)

+ All Template locations i1nclude user writable trusted locations
+ {User Home}\AppData\Roaming\Microsoft\Templates
+ {User Home}\AppData\Roaming\Microsoft\Word\Startup
+ {User Home}\AppData\Roaming\Microsoft\Excel\XSLSTART

+ Templates use 1s a common practice 1n enterprise environments

+ All Ooffice applications have a number of predefined handler functions that are

triggered upon certain actions (Document_New, Workbook_Open, Application_Startup,
NewMailEx etc)
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Virtual Desktop Infrastructure (VDI)

+ Centralised IT desktop management a °
CITRIX
+ Reduced cost and hardware XenDesktop

+ Increased mobility and remote

vmware
access QEh

Bl Horizon View
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VDI persistence challenges

+ Registry/File system do not persist across reboots
+ Services/Scheduled tasks are not maintained either

+ Only a subset of the user’s profile 1s remapped across
sessions. This typically includes trusted locations ;)
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Template Persistence

+ By design provides an asynchronous invocation mechanism

+ VBA functionality hooks on a number of events (Open,Close,New etc)
+ Trusted locations are not typically evaluated as start-up 1tems

+ Macro enabled templates are not deemed as executable types

+ Templates can be password protected to defend against automated
analysis

+ If a writable Template Tocation is shared == = =T -T - b
SCOarMeE OVER
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Raising the bar - Application Control

+ Prevents unauthorised software from running

+ Doesn’t affect macros as Office binaries have to be
whitelisted

+ It can be effective 1n restricting other MS binaries
(e.g. powershell.exe, rundll132.exe, regsvr32.exe,

1nstallutil.exe, regasm.exe ...)
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Raising the bar - EMET

+ Enhanced Mitigation Experience Toolkit
+ Makes memory corruption exploitation harder
+ Export Address Table Filtering (EAF)

+ Not designed to prevent VBA Code execution
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+ + E . Application Configurakion MM o
Ral S | n g th e b a r — E M ET ‘ ; ‘ ; @ S ; |j-: | j': ) Skop on exploit v'| Deep Hooks | Anki Detours

Export  Export Add Application  Add Wildcard  Remowve Show Full  Show all - Show Group Audit only | Banned Functions

Selecked Selected Pakh Setkings  Policy &pps

File Add | Remove pkions yefault Ackion Mitigakion Sektings

Mikigations
i

EAF EA&F+ |Man... |Bokk... |Loadlib | Mem... | Caller | SimE... | Stac... | &SR Fonts

I
tu

App Marme DEP SEHOP | MullP...
INFOPATH.EXE
YISIO.EXE
YPREYIEW.EXE
LYMLC.EXE
PPTYIEW.EXE
OIS.EXE
AcroRd3Z2. exe

Acrobat.exe

<
<
<
<
<
<
<

SIS S S S S

java.exe

javaw.ede

S S IS S S S S]] 1S
NS SIS S SSSS

iedplore.exe
wmplayer.exe
Skype.exe
communicator.exe
WLXPhotoGallery.exe
wimail.exe
WindowsLiveWriter.exe
SkyDrive.exe
WINWORD.EXE

chrome.exe

w
w
W
w
w
w
w
W
w
w
w
w
W
w
w
w
w
W
w

LA L A S A AN LS A AN S S A A S A AN LS A AN LSS
LA L A S A AN A S A AN S S AN A S A AN LS A AN LSS
1S TS S| ] T P 1| T | | T P P (1 PSS | 1 (S [ | [
LR A S A AN A S A AN S AN A S A AN LS A A NS AN
LR A S A AN A S A AN S AN A S A AN LS A A NS AN
L L AN A AN A S A AN S S AN A S A AN S A AN LSS
OIS SIS IS IS ISDIS] IS SIS IS IS IS SIS SIS IS SIS
LA AN AN S A S AN N AN AN S A AN S A AN S A AN LSS

S S S IS SIS S S]] 1S
S S SIS S S]]
SIS SIS IS KNS S

aoodaletalk.exe

Close
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Current Macro Payloads (Metasploit)

+ VBA-PSH: Spawns PowerShell and 1njects shellcode
+ VBA-EXE: Drops executable & runs 1t

+ VBA: Injects shellcode 1nto WINWORD.exe
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Current Macro Payloads (Cobalt Strike / Empire)

+ CS: Injects 1nto Rundl132.exe

+ Empire: Wraps around powershell.exe

Windows host process (Rundll32) - =

Windows host process (Rundll32) has stopped working

Windows can check online for a solution to the problem.

< Check online for a solution and close the program

< Close the program

(w) View problem details

EMET 5.5

' ' 5.5
EMET detected EAF mitigation and will dose the
application: rundli32.exe
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Introducing WePWNise

+ VBA code generation

+ Configuration enumeration
+ Weakness 1dentification

+ Dynamic payload 1njection

+ Integration
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Configuration Weakness Exploitation

+ Enumerates Registry settings
+ Bypasses SRPs & EMET protected paths

+ Injection via WINAPI calls 1n VBA



—” WePWNi se “ERI\ BS

++
How does WePWNise inject?

+ Native VBA code

+ CreateProcessA

+ VirtualAl locEXx

+ WriteProcessMemory

+ CreateRemoteThread
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WePWNise Map

Launch Message Box?

Launch Message
Box

Obtain List of All
Binary Paths

Obtain List of All
Executables in
Directory Paths

Retrieve

Retrieve

f L] L ]
Obtain List of

EMET Protected tor EMET Paths
Paths

—_— o

Write 32 bit shell

Create Thread to
Execute the shell

code

Write 64 bit shell
code

Target
Paths

L—Retrieve

L {SAFE}-/

Store

Spawn Process

Allocate Memory

Open Handle

Check
Architecture
Of Process
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Enhumeration

+ Native Registry Calls (wWscript.Shell)
+ HKLM\ SOFTWARE\M1crosoft\EMET\AppSettings
+ HKLM\SOFTWARE\Pol1cies\Microsoft\windows\Safer
+ Metasploit:
> post/windows/gather/enum_emet

> post/windows/gather/enum_trusted_locations
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Attack Surface Reduction | |
All Binaries

@ cVET Protected

Not all binaries can be protected
(e.g. VPN agents, Skype)

EMET Agent not protected by
default
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Future Work

+ Applicable to many areas

+ AppLocker / 379 party application control software
+ Firewall excluded paths / binaries

+ Anti1-Virus excluded paths / binaries

+ Safer 1mplant generation
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Conclusions

+ MS Office deployments introduce many security holes, 1f not properly hardened
+ VBA 1s still remains a very reliable code execution container
+ Office Templates offer persistence opportunities 1n VDI 1mplementations

+ Application control prevents the execution of external binaries but does
block not native VBA code

+ WePWNise abuses configuration weaknesses to dynamically circumvent different
defence layers

+ Disable VBA where possible! Plan carefully for exceptions
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+ Vincent Yiu (@Qvysecurity)

+ Matt Nelson (@enigmaOx3) https://enigmalOx3.net/

+ Casey Smith (@subtee) http://subt0x10.blogspot.co.uk/

+ Didier Stevens (@DidierStevens) https://blog.didierstevens.com

+ https://www.fireeye.com/blog/threat-research/2016/06/angler_exploit_kite.htm]

+ https://www.microsoft.com/security/portal/enterprise/threatreports_july_2015.aspx#tab?2

+ https://blogs.technet.microsoft.com/srd/2016/02/02/enhanced-mitigation-experience-
toolkit-emet-version-5-5-i1s-now-available

+ https://technet.microsoft.com/en-us/itpro/windows/whats-new/device-quard-overview
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+ Publishing code shortly
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