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Matt Hillman
Security Consultant at MWR InfoSecurity

Who Am I?
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http://labs.mwrinfosecurity.com/
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1. How I Got Here

2.

Outline
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2. What Is RSol?

3. Demos!

4. Future Work



• Fuzzing -> Sulley -> Process Monitor

How I Got Here
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• Core files, Procfs, DTrace

• Wait... DTrace?



• Tracing at Wide Range of Levels

DTrace Goodness
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• Hit Probes are Queued

• Highly Specific Probe Conditions



• Designed to be Production Safe

• Probe Skips

DTrace Issues
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• Probe Skips

• Effective Generic Solutions Less Easy

• We Can Do This Stuff Anyway...



• A Library

What is RSol?
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• Programmatically Debug Solaris in Ruby

• Not an Interactive Debugger



Core Classes
• RSol
• Procfs

RSol Architecture Overview

Native Extensions
• NativeBuffer
• DisasmSolaris
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• Procfs
• ElfUtils
• SparcInstructionType
• Signal
• Constant Classes

• DisasmSolaris
• LargeFile



attach(to)
run(program)
run_stopped(program)
detach

RSol API Summary

trace_signal(set)
wait_for_event
read_memory(address, length)
write_memory(address, buffer)
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detach
stop
continue
step
step_over
trace_entry(set)
trace_exit(set)
trace_fault(set)

write_memory(address, buffer)
set_register(register, value)
set_breakpoint(address)
unset_breakpoint(address)
disassemble(instructions, start_address)
malloc(size)
hook(address, trampoline, handler)
find_instruction_types(data, flags)



RSol Fields

• .status.pr_lwp.pr_reg.pc

Quick Example
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require 'RSol'

d=RSol.new

d.attach('my_program')

d.stop

print d

d.detach_and_continue



A shell is worth a thousand slides...
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Debugger
• Easier Generic 

Solutions

Debugger vs DTrace

DTrace
• Best For Specific 

Solutions
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Solutions
• Can Be Slow
• No Info Loss

Solutions
• Fast
• Can Lose Info

Combine For Much Win



• DTrace in RSol

•

Future Work
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• Metrics and Fuller Comparisons

• Polished Working Tools

• Actual 0wnage...



• VulnDev – thanks for the servers :D

•

Greetz and Propz

51

• Squidly1 – project Sparc USA!

• LEH – why I’m here at all

• Schutzey – for putting up with me



Questions, Comments, Shmoo balls?
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