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                    HL7Magic: A tool for testing medical devices using the HL7 protocol
                  

                  
                    In recent years, the use of internet-connected devices has become more prevalent in the healthcare sector, particularly as a means to communicate patient data. Therefore, it is essential that security testing is carried out against these devices to identify misconfigurations that could cause a severe impact, such as the prescription of incorrect drugs.



At DEFCON 2023 I presented some research in which I discussed an easier method of testing the Health Level Seven (HL7) medical protocol. This included a demonstration of a new tool I created named ‘HL7Magic’, which enables testers to proxy, parse and amend messages to demonstrate the impact of manipulating data sent to a medical device. This blog post has been released alongside the open-sourcing of this tool and will discuss the key concepts mentioned within my talk.
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                    The Hidden Depths of Mainframe Application Testing: More Than (Green) Screen-Deep
                  

                  
                    This blog post provides an overview of some common mainframe application vulnerabilities that we have observed during client engagements. It describes how these vulnerabilities often have unexpected implications. Then further highlights the importance of properly structured in-depth mainframe application security assessments.
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                    Binary Exploitation for SPECIAL Occasions: Privilege Escalation in z/OS
                  

                  
                    This blog post aims to provide a starting point for anyone interested in mainframe binary exploitation. It discusses how low-level binary exploits and permissive controls on Authorized Program Facility (APF) libraries can be utilised for privilege escalation.
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                    KrustyLoader Windows variant dropped via ScreenConnect exploit - Latest in a 6-month mass exploitation campaign
                  

                  
                    Since proof-of-concept code was released for two vulnerabilities in ConnectWise ScreenConnect, en-mass exploitation has started from multiple threat actors. Researchers in the security industry have reported on attack chains they have observed which include using ScreenConnect to deploy password stealers, other remote management software, and commercial post-exploitation frameworks. Some intrusions have even ended up with Ransomware deployments.
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                    Should you let ChatGPT control your browser? 
                  

                  
                    We present the security risks of granting LLMs control over web browsers, with a focus on prompt injection vulnerabilities. We demonstrate exploitation through two scenarios using Taxy AI, a representative proof-of-concept browser agent, where attackers manage to hijack the agent and (1) exfiltrate confidential information from a user’s mailbox, (2) force the merge of a malicious pull request on a GitHub repository. 
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                    eLinkSmart - Unlocking Bluetooth LE padlocks with polite requests
                  

                  
                    Multiple vulnerabilities were found in the eLinkSmart smart lock range. Flaws in the implementation of the locks' Bluetooth Low Energy (BLE) communication and the back-end API enable an attacker to unlock any lock within Bluetooth range, identify the location of any lock in the world, and compromise user credentials.

This blog post describes the vulnerabilities, as well as the process followed to identify them, and demonstrates the issues in action.


                  

                  
                    Read more
                  

                

              

            
          

        

      
      
      

    
  



    



    



		

	











	
		
		
			



    
    

	Latest Advisories




	
	
	
	
	
		
		
		
			
				
			
			
				
				
					
				
			
		
		
		
		
			
		
		
		
		
		
		
			
			
				
				Find out all advisories
			
		
	
	
		
		
		
			
				
			
			
				
				
					
				
			
		
		
		
		
			
		
		
		
		
		
		
	
	
		
		
		
			
				
			
			
				
				
					
				
			
		
		
		
		
			
		
		
		
		
		
		
	
	
		
		
		
			
				
			
			
				
				
					
				
			
		
		
		
		
			
		
		
		
		
		
		
	
	
	
    





	



    





	
		
			
				
					
					
						
							
							
								
								
									
										
											
											
											
												
	
		
		
			
				
					
						October 26, 2023
					
					
						
						
						
						
						
							Optimizely CMS Admin Panel DOM XSS

						
						
						
							
								Read more
							
						

					
					
				

			

		
	



											
											
											
										
									
								
									
										
											
											
											
												
	
		
			

		
		
			
				
					
						October 23, 2023
					
					
						
						
						
						
						
							iOS Single App Mode Escape

						
						
						
							
								Read more
							
						

					
					
				

			

		
	



											
											
											
										
									
								
									
										
											
											
											
												
	
		
			

		
		
			
				
					
						September 25, 2023
					
					
						
						
						
						
						
							Fujitsu mPollux for macOS Multiple Vulnerabilities

						
						
						
							
								Read more
							
						

					
					
				

			

		
	



											
											
											
										
									
								
									
										
											
											
											
												
	
		
			

		
		
			
				
					
						September 7, 2023
					
					
						
						
						
						
						
							SQL Injection in ZTE 4G routers and modems

						
						
						
							
								Read more
							
						

					
					
				

			

		
	



											
											
											
										
									
								
									
										
											
											
											
												
	
		
			

		
		
			
				
					
						September 5, 2023
					
					
						
						
						
						
						
							Mend.io cross-tenant access via vulnerable SAML implementation  

						
						
						
							
								Read more
							
						

					
					
				

			

		
	



											
											
											
										
									
								
									
										
											
											
											
												
	
		
			

		
		
			
				
					
						August 21, 2023
					
					
						
						
						
						
						
							Synology Router Manager Reflected XSS

						
						
						
							
								Read more
							
						

					
					
				

			

		
	



											
											
											
										
									
								
									
										
											
											
											
												
	
		
			

		
		
			
				
					
						April 11, 2023
					
					
						
						
						
						
						
							OpenText Archive Center Administration Client XXE Vulnerability

						
						
						
							
								Read more
							
						

					
					
				

			

		
	



											
											
											
										
									
								
									
								
									
								
									
								
									
								
									
								
									
								
									
								
									
								
									
								
									
								
									
								
									
								
									
								
							

						

					

				
				
			
		
	




    



		

	





    



		

	











	
		
		
			



    
    






	
		
		
			



    
    

	Featured Tools




	
	
	
	
	
		
		
		
			
				
			
			
				
				
					
				
			
		
		
		
		
			
		
		
		
		
		
		
			
			
				
				Check out all tools
			
		
	
	
		
		
		
			
				
			
			
				
				
					
				
			
		
		
		
		
			
		
		
		
		
		
		
	
	
		
		
		
			
				
			
			
				
				
					
				
			
		
		
		
		
			
		
		
		
		
		
		
	
	
		
		
		
			
				
			
			
				
				
					
				
			
		
		
		
		
			
		
		
		
		
		
		
	
	
	
    





	



    




    



		

	






	
		
			
				
					
					
						
							
							
								
								
									
										
											
											
											
											
											
												
	



											
										
									
								
									
										
											
											
											
											
											
												
	



											
										
									
								
									
										
											
											
											
											
											
												
	



											
										
									
								
									
										
											
											
											
											
											
												
	



											
										
									
								
									
										
											
											
											
											
											
												
	



											
										
									
								
									
										
											
											
											
											
											
												
	



											
										
									
								
									
								
							

						

					

				
				
			
		
	




    



		

	





    





    





    





    









	
		
			
				
				
				
					
					
						
							
								
								
							
							
								
								
								
								
								
								
							
						
					
				
			

			
				
	With Great Research Comes Great Responsibility.


			

			
				
	
		
			
			Resources

				
					Research
				
	
					Expertise
				
	
					Tools
				
	
					Advisories
				


		
		
	


    



				
	
		
			
			Find Labs

				
					Contact us
				
	
					GitHub
				


		
		
	


    



				
	
		
			
			WithSecure™ Company

				
					Contact WithSecure™ 
				
	
					Careers at WithSecure™
				


		
		
	


    



				
	


    



				


    



			

			
				
	WithSecure™ Newsletter


			

			
  
  
    
      
        
        
          
            
              
              
            
          
        
        
        
        
        
        
      
    
      
        
        
        
          
            
              
              
            
          
        
        
        
        
        
      
    
      
        
        
        
        
        
        
          
            
              
              
            
          
        
        
      
    
  


    



		

	

	
		
				
				Vulnerability Disclosure Policy
			


			
				
					
						
							
								
									
								
								
									
								
								
									
								
								
									
								
							
						

						Home
					
				
			

			© WithSecure 2024

		

	






		
	
	
    











	
	
		
    




	
		
    



	
		
    






	
		
    



	
		
    



	
		
    



	
		
    



	
		
    




	
		
    



	

	
	
	


	


		

	